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Sicherheit aller Applikationen
Ein User- ein Account- ein Passwort

Kosten fur Passwort- und User Management

Forrester | US$ 200 pro Jahr / User
US$ 300 pro Jahr / User
US$ 340 pro Jahr / User

ORACLE

Was ist Identity Management?

Identity Management bezeichnet den Prozel3 bei dem:

Benutzeridentitaten angelegt und verwaltet werden
Anwender automatisiert angelegt werden

Benutzerrollen, Privilegien & Berechtigungen verwaltet
werden

Administratoren Veranwortlichkeiten delegieren
Administratoren Anwendungen leicht & sicher verteilen

Anwender selbstandig Passworter und Preferenzen andern
kdnnen

Benutzer einen Single Sign-On Zugang haben

ORACLE
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Identity Management Vorteile

Kostenersparnis
- Zentrales Benutzermanagement reduziert Administrationskosten

— Leichter zu automatisieren
- Weniger Fehler anféllig

Erhodhte Sicherheit

- Keine fragmentierte Sicherheit

Erhdhte Benutzerakzeptanz
- Single Password und Single Sign-on
- Personalisierung
- Delegierte Administration und Self-service

ORACLE

Oracle Identity Management

Oracle Identity Management Infrastructure
3rd Party

Conticate || Oacte Inernet. [ - JEECEY, e
i Directo
Authority UL Services 2
DR CEFIE Provisioning OracleAS 3rd Party
Administration Service SSO Authentication
Services Service

JAAS Roles, Component DB Enterprise Roles E-Biz Responsibility File permissions
access Controls, Java2 VPD Interpersonal Rights,
Permissions, ... Label Security, .. Secure mail,

Service discovery, ...

Oracle Oracle
OracleAS Oracle RDBMS - " . .
1acie E-Business Suite | | Collaboration Suite

ORACLE
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Was sind Verzeichnisdienste ?

flexible, spezialisierte und
verteilte Datenhaltung

Speicherung und Suche

Eintrags-orientierter
Informationen fir @

unterschiedliche Anwendungen

ORACLE

Oracle Internet Directory

Standard basierend
- Native LDAPv3 Implementierung

- Integration mit der Oracle System
Management Umgebung

Skalierbarkeit

- ‘“unbeschrankte” Anzahl von Entries
auf einem Server LDAP over

- 1000'de gleichzeitiger Client Zugriffw
Hochverfugbarkeit

- Multimaster-Replikation durch
Benutzung von Oracle Advanced
Symmetric Replication

- Oracle Real Application Cluster

Sicherheit
— Hochentwickeltes Sicherheits-Modell

Oracle Net
Services

ORACLE
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Oracle Identity Management

Oracle Identity Management Infrastructure

- 3rd Party
COri_cle Oracle Internet IDlrectory LDAP
el Directory AN Directory
Authority Services
D5 IR Provisioning OracleAS 3rd Party
Admlnls_tratlon e SSO Authentication
Services Service

JAAS Roles, Component DB Enterprise Roles E-Biz Responsibility File permissions
access Controls, Java2 VPD Interpersonal Rights,
Permissions, ... Label Security, .. Secure mail,

Service discovery, ...
Oracle Oracle
OracleAS racle RDBM . n
- Oracie > E-Business Suite | | Collaboration Suite

ORACLE

Delegated Administration Services

Einheitliche Schnittstelle zur Directory Datenverwaltung

Administrator: unterstitzt Benutzer und
anwendungsspezifische Berechtigungsverwaltung

Endanwender: andern von Passwortern, Preferenzen, Profilen
etc.

ORACLE
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Delegated Administration Service

& [ % Oracleas Certificate Authority-Certificate ... I - OracleaS Certificate Authority-User Certifi.. . I % Home

= = Logout  Hell
IntCl'nCT i_)ll'CCtDl‘}" ‘im Iy Profile Directary Cuﬁ.il‘g_urau;‘2

Welcome to the Oracle Internet Directory Self
Service Console

The tabs correspond to the different
Console work areas:
Use this site to
My Profile
+ review information about yourself in the directory. lets you view your personalized
+ change your password preferences and change your Single
+ look up people and other information in the directory. Sign-On password.

. o Directory
Administrators: you may also use this site to configure Delegated allows you to search for people and other

Administration Service. information stored in the directory

Confiquration

enables administrators to configure the
directory and add or remove directary
information

[ & & £] @ bone

ORACLE

Benutzer anlegen

Create User,Information - Mozilla =10l x|

& [ “ OracleAS Certificate Authority-Certific. .. T - OracleAs Certificate Authority I % Administration,Create User, Information | [

e

Internet Directory wy protie YT Contgurston

Configuration

v Personal & Organizational & photograph v Additional % Telephone & Office v Roles
Details Details Persanal MNumbers Address Address Assil
Details

Create User (Cancel ) (Submit)

Basic Information

* User Name [olaf.stullich

* Email Address |olaf stullich@oracle. com

* Pagsword

* Confirm Passward
Is Enabled | ENABLED :
Start Date (rmm/ddfyyyy)

End Date (mm/ddfyyyy)

# indicates a Required Field

KIB
0 (= &F ) o oone

ORACLE
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Benutzerprofil

Olaf Stullich

Below is the Profile Information. To see full organizational hierarchy select Job Title's

link

Basic Information

User Name olaf.stullich
mail

E olaf.stullichg@oracle.com Middle Mame Unavailable
Address

Organizational Details
Job Title Sales Consultant
Departrment BU
Manager Unavailable
Hire Date Unavailable

Telephone Numbers
Work Phone +49 177 5947021
Haome Phone Unavailable
Maobile Phone +49 177 5947021
Fager Unavailable
fax Unavailabl

Logout  Help.
Directary

Refresh My Profil

Edit My Profile )

Personal Details
First Mame Olaf

Last Mame Stullich
Employee Mumber 1030

Additional Personal Details

Known As Unavailable
Maiden Name Unawvailable
Date of Birth Unavailable
Language Unavailable

Office Address

Address Danziger Platz 3
City Wathlingen
State NS
Zip Code 29339

OID Admin Console

S arcladmin@hajssul de oracle com 3l
B>43 Access Control Management
> E}Aﬁnbule Unigueness Managemen
| Audit Log Management
@Iz Change Log Management
B Z]Entry Management
> g@arhage Caollection Management
> .:TIPasswnrd Policy Management
&% Password Verifier Management
lug-in Management
> .:TIReminatinn Management
o}, Schema Managerent
@ Gerver Management

Page 7
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OID Admin Console

sz orcladmin@hajssul de.oracle.com
SHf Access Contral Management
EAﬂnbute Uniqueness Managem
Hill] Audit Log Management
& Change Log Management
HF Entry Managerment
(12 cn=0racleContext GRTEE
(13 cn=0racleSchemaversion
(3 de=com ¢
&5 de=oracle :
&3 do=de jpegphota Browse
203 cn=Calendar Servemy .
05 cn=Groups I 'wiathlingen
(13 cn=0racleContext
03 cn=Users
B3 en=conti
=13 cr=heike olaf stullich@oracle.com
&-(13 cn=henrik
&-(13 cn=jas_admin

Ll I

(13 cr=oroladmin

| >

ORACLE

Benutzer Einstellungen

T S User Entry Configuration, Stepl

Logout  Realm Management  Help
Home Iy Profile RIER UL Configuration

p

Configure User Object Configure User Configure Aftribute Configure Search Table Configure
Classes Aftributes Categaries Columns Roles

Refrash Page

Configure User Object Classes

This is the set of object classes used for creating users. You may add any enterprise specific object classes here by
clicking on the Add Ohject Class button and selecting the appropriate abject class from the list.

Add Object Class )

Name Description
inetorgpersan

orcluser

orcluserd

organizationalperson

person

i = o & @ (oo

ORACLE
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Disable user accounts

& [ % Oracleas Certificate Authority-Certificate ... I % Oracleas Certificate Autharity-User Certifi..., I % Enabled Account List (%]
=]

Logout Realm Management  Help

IntCl‘nCt Dil'CCtDFY Home Nty Profile Directory Configuration
er J’ Group J’ J’ Account

Search for enabled user accounts (Go)

Unlock Accounts Enable Accounts | Disable Accounts
As an administrator with proper privilege, you may search and view the enabled user accounts. You may also disable these accounts
accordingly
Select an enabled accountand ... _Disable )
Select Name Email Address
' Guest
IUSR_OSTULLIC-W2KSRY
AN _OSTULLIC-WZKSRY
markus markus. michalewicz@oracle. com
olaf ad
olaf stullich olaf stullich@oracle.com

orcladmin orcladmin

ostullic olaf stullichi@oracle.com

O = 6F i3 & (oo

ORACLE

ORACLE
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Oracle Identity Management

Oracle Identity Management Infrastructure

Di 3rd Party
COri_cle Oracle Internet n t'éef;%rg'n LI_DAP
EHITEEIE Directory gre Directory
Authority Services

RElcgatea Provisioning OracleAS 3rd Party
Admin| ! tion Samiee SSO Authentication
Services Service

JAAS Roles, Component DB Enterprise Roles E-Biz Responsibility File permissions
access Controls, Java2 VPD Interpersonal Rights,
Permissiol Label Security, .. Secure mail,

Service discovery, ...

Oracle Oracle
OracleAS racle RDBM . .
E-Business Suite Collaboration Suite

ORACLE

Directory Integrations Ansatze

Oracle Oracle Oracle
E-Business o e Oracle E-Business
Suite Database Suite

Release 11/ Rehver Release 11i

/

Oracle
Application
Server

Oracle
Database

Oracle Internet
Directory

Vendor #2_2zndor #3 / \
Directas; Directory
Oracle Internec
Directory Vendor #2
Directory

Vendor #3
Directory

ORACLE
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mySap.com Zertifizierung

CERTIFICATE

Interface Software for mySAP.com

- SAP WAS 6.20
- SAP LDAP

Connector 2.1
-0ID 9.2

ORACLE

Integration mit Unternehmensverzeichnissen

Enterprise Director
Services
ORACLE
Partner
el APplications

¢

" Oracle Internet Directory |

ORACLE
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Integration mit Unternehmensverzeichnissen

Active Directory
iPlanet Directory

Services

Partner
Applications

Andere
Unterneh-

Directory Meta- ERERSIERNE

Oracle Internet Directory Integration RellCMiolg%
Platform Solutions

ORACLE

Oracle Directory Integration Plattform

Provisioned

Applications

N PL/SQL over - Portal
Provisioning Oracle Net - iAS Wireless

Integration

- Legacy apps.
Services gacy i

: LDAP or File
Directory Connected

Synch. Directories

Services 3rd Party
Internet Meta
Directory -directory

-SUN ONE
-Active directory

-eDirectory
ORACLE
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Directory Synchronisation

Figure 31-2 Interactions of the Oracle Directory Synchronization Service

R - Transaction- Connected

Administrative Pamaretor « e
Generated

Changes Changes Directories

L v Ty
Oracle Internet [H— \--_._._/
Directory _ Tagged Interface = . Oracle
- ma Human
Resources

Change
Log

Synchronization o Direclory _ LDAP Interface
Profiles Synchronization |
Service

Synchronization
fol

Pr
Directory 1

Swynchronization

Profile for 3

Directory 2 , LDAP Interface Microsoft
- Active

Directory

ORACLE

Directory Synchronization Service

Der Synchronization Integration Service koordiniert
die Anderungen zwischen den Directoryservern und
dem zentralen OID-Server in einem Unternehmen

Synchronisation stellt die Konsistenz der Daten in
einem Unternehmen sicher

Fur jedes angeschlossene Directory mul3 eine
eigenes Synchronisationsprofil angelegt werden

ORACLE

Page 13
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Connector

Ein Connector ist eine vorkonfigurierte Losung
zwischen einem OID-Server und anderen
Verzeichnissen

Ein Connector besteht aus einem Connector
Profile->Directory Integration Profile

Ein Connector Profile enthalt alle Informationen um
Daten zwischen einem OID-Server und
verbundenen Verzeichnissen zu synchronisieren

ORACLE

Synchronization Agent

Ein Agent ist ein spezielles Programm, das Daten
zwischen einem OID und Servern mit anderen
Datenformaten synchronisiert

Agenten konvertieren die Daten in ein Zwischenformat
bevor sie in das native Verzeichnisformat umgesetzt
werden

ORACLE
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Directory Synchronization Profiles

Es werden separate Synchronisation Profile fir jede
Synchronisationsrichtung bendétigt

Synchronisationsprofile unterstitzen folgende
Interface:

* PL/SQL
* LDAP

» Tagged
* LDIF

Der Directory Synchronization Service (DSS) arbeitet
periodisch das Syschronisation Profile ab

ORACLE

Oracle Internet Directory Plug-In Framework

Neue Funktionalitat mit 2

A N N racle Internet
Oracle9i Application Server Directory Server
R2

Plug-in's sind PL/SQL T B i

5?‘.‘2!'_
packages i

Erlaubt Aufruf Benutzer- Framework
definierter Operationen Configuration

Aufruf bei LDAP i b
Kommando Ausfiihrung pfﬂ‘;.?.f p‘fﬁ;.i':

- Idapbind, Idapadd, [dapmodify,
Idapcompare, Idapsearch,
ldapdelete
Service Provider
SDK

ORACLE
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Unterstitzte Plug-In Operationen

Pre-Operation
- Vor Ausfuhrung der LDAP Operation
» Z.B. Uberpriifung der Daten bevor diese von LDAP Operationen
genutzt werden

Post-Operation
- Nach Durchfuhrung einer LDAP Operation
* Z.B. Protokollierung und Benachrichtigung

When-Operation
- in Ergénzung der Standardoperationen
* 7.B. erweitert bestehende Funktionalitat
* When-operation (Add-on / Replace)

ORACLE

Oracle Identity Management

Oracle Identity Management Infrastructure
3rd Party

contome || OF2cte mernet {1 e, LoAP
i Directo
Authority Directory Services 2
Deterait Provisioning OracleAS 3rd Party
Administration Service SSO Authentication
Services Service

JAAS Roles, Component DB Enterprise Roles E-Biz Responsibility File permissions
access Controls, Java2 VPD Interpersonal Rights,
Permissions, ... Label Security, .. Secure mail,

Service discovery, ...
Oracle Oracle
OracleAS Oracle RDBMS - " . .

ORACLE
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Sicherheit aller Applikationen
Ein User- ein Account- ein Passwort

Kosten fur Passwort- und User Management

Forrester | US$ 200 pro Jahr / User
Gartner US$ 300 pro Jahr / User

US$ 340 pro Jahr / User

ORACLE

Password Reset 1 (Delegated Admin Serwce)

[EE Home - Mozilla {Build 1D: 2004031616}

Login  Help

lntcrnCt L)il.CCtory hly Profile Directary Configuration

Welcome to the Oracle Internet

Directory Self Service Console The tabs cormrespond to the different

Console work areas:
Use this site to
My Profile
« review information about yourself in the directony lets you view your personalized
« change your password preferences and change your Single
« look up people and other information in the Sign-On password
directory
Directory
allowis you to search for people and other
Administrators: you may alsa use this site to configure information stored in the directory
Delegated Administration Service
Confiquration
enables administrators to configure the
directory and add or remowe directory
infarmatian.

ORACLE

Page 17
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Password Reset 2 (Delegated Admin Service)

rﬁ' Self Reset Password, Stepl - Mozilla {Build ID: 2004031616}

Home  Help

Reset My Single Sign-On Password

Confirm Identity ~ Confirm Additional Personal Information  Reset S50 Password

Confirm Identity

Your identiy needs to be confirmed by entering your Single Sign-On user name and name of the company you
are associated with. Click on Next to continue

User Name |n|af stullich

(Cancel ) Step 1 of3 | Nex)

0 & & O o oo
ORACLE

Passwort Reset 3 (Delegated Admin Service)

[BE Self Reset Password, Step2 - Mozilla {Build ID: 2004031616}

Home  Help

Reset My Single n Password

Confirm Additional Personal Information ~ Reset 350 Passward

Confirm Additional Personal Information
In arder to reset your password, you must correctly enter additional information associated with your account

Wie heisst Ihre Lieblingshunderasse ILahradnq‘

\Cancel ) ( Back I Step 2 0f3 | Next)

[ &= & [ @ | Dons

ORACLE

Page 18
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Password Reset 3 (Delegated Admin Service)

rﬁ' Self Reset Password, Step3 - Mozilla {Build ID: 2004031616}

Home  Help

Reset My Single Sign-On Password

Reset S50 Password
Reset S50 Password

You need to enter new password to override your original S50 password. Click on Mext to continue.

Mew Password |”’“"’

Confirm New Password I”’“"’

(Cancel ) ( Back I Step 3 0f 3 (Finish )

[ 5 &F E] @3 |pone

ORACLE

Passwort Reset 4 (Delegated Admin Service)

[ Finish Self Reset Password - Mozilla {Build 1D: 20040316163

Home  Help

Reset My Single Sign-On Password

@ Reset SSO Password

Successfully reset your password

[ &= & [ @ | Dons

ORACLE
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Demo

Password Reset

ORACLE

Definitionen

Single Sign-on
- ein Passwort
Single Station Administration

- ein Verwaltungswerkzeug

Single Source of Control

- zentrale Datenverwaltung

ORACLE

Page 20
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Oracle SSO Server

Kernkomponente der Oracle’'s Web SSO
Technologie

Authentifiziert Benutzer und reicht deren ldentitat
sicher an Partner-Anwendungen weiter

Fordert den Benutzer zur Eingabe eines Namens
und Passwortes auf:

beim erstmaligen Systemzugriff innerhalb einer
vorgegebenen Zeit

verifiziert das Passwort

ORACLE

Architektur

FIREWALL J2EE Apps
Oracle9iAS

Web | rrps HTTP DS
c‘ Cache Server Oracle9iAS

- mod 0SS0

Other Apps

Oracle9iAS
Single Sign-On
Integrated
Security
DAP with DB
ertificates
Privileges
Roles

ORACLE
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Authentifizierung von Benutzern

Single Sign-On
Server

Applikations-
server

Datenbank
Server

ORACLE

Oracle Enterprise User Security

Single Sign-On im Client/Server Umfeld

‘ DB sales.us.oracle.com
Wallet

Role Retrieval

Remote User Wallets
Role Information

Wallet

Wallet | —

Wallet Retrieval .

ORACLE

Page 22
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sed authentication

= ostullic's ¥ desktop (hajssul.de.oracle.com:1)

F
$ sqlplus(/@ora9202ssl

SQL#Plus: Release 9.2.0.2.0 - Production on Thu Jun 26 16:54:37 2003

Copyright (c) 1982, 2002, Oracle Corporation. All rights reserved.

Connected to:
Oracle9i Enterprise Edition Release 9.2.0.2.0 - Production
JServer Release 9.2.0.2.0 — Production

SQL> show user
USER is "GUEST"
SQL> SELECT SYS_CONTEXT ¢ USERENY"., "EXTERNAL_NAME") FROM DUAL:

SYS_CONTEXT("USERENY ", "EXTERNAL _NAME ")

cn=ostullic.cn=users.dc=de,dc=oracle.dc=com

SQL> select ® from session_roles:

ORACLE

Beispiel Login username/pwd

% Oracle SQL*Plus
Datei Bearbeiten Suchen Optionen Hilfe

Oracle9i Enterprise Edition Release 9.2.8.2.8 - Production
JServer Release 9.2.8.2.8 - Production

SQL> show user
USER ist “GUEST"
SQL> SELECT SYS_CONTEXT ('USERENU', 'CURRENT_USER') FROH DUAL;

SYS_CONTEXT( *USEREHU" , * CURRENT_USER" )

GUEST

SOQL> SELEGT SYS_CONTEXT {“USEREMU*, °"EXTERHAL_HNAME®') FROM DUAL;

SYS_CONTEXT( *USERENU' ,*EXTERNAL_HAME" )

cn=ostullic,cn=users,dc=de,dc=oracle ,dc=com

SQL> select = from session_roles;

Benutzername: ostullic

s Kennwort: [
CONMNECT
RESOURCE Host-Zeichenfolge: |ORAS202_HAJSSU1

EMPROLE

0K I Abbrechen |

sqQL>

KN

ORACLE

Page 23
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Beispiel

Integration Windows Active Directoy

ORACLE

Windows Integration

Windows Active Directory Connector fir Oracle Internet
Directory

- Pre-packaged Losung fur Windows-Verzeichnisse

- Bestandteil der Oracle Directory Integration Plattform

Windows Native Authentication

- “Automatic logon” zum Application Server basiert auf Windows
logon (Kerberos)

- Verbessert Windows Benutzer-Erfahrung

Windows Authentifizierung und Password Plug-ins

“Referenziert” die Windows O/S Authentifizierung; keine Passwort
Synchronisation erforderlich

- Update des Windows Passworts durch Oracle Admin.-Werkzeuge

ORACLE

Page 24
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User Provisioning from Windows

Oracle9iAS
Single Sign-On

3- User
synchronized
with OID

Microsoft ADS

Oracle Internet
Directory

User Sign-On to Oracle

Oracle9iAS

W

{1

Oracle

/ Portal

4 - User
provisioned in
Oracle
environment

1-“Add user” )
;] (]
2 - User created
in ADS D —— ORACLE

Oracle
E-Business
Suite
Release 11i

Delegated
Administration
Console

ORACLE

Oracle

Single Sign-On Portal i
/ 1- User

2- Oracle

sign-on
Oracle

Authentication [E-Business

4- Authentication
via Windows 3- User
Plug-in identity

B —

Microsoft ADS

Oracle Internet
Directory

Page 25
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Suite
Release 11i

Delegated
Administration
Console

ORACLE

25



IT-Symposium 2004

User Privileges Update

Oracle9iAS
Single Sign-On

3- Synchronize
group membership
in OID

1- Add privileges

vy
2- Group

membership

change in ADS Microsoft ADS

Oracle Internet
Directory

User Password Update

Oracle9iAS
Single Sign-On

2- Update
password
to OID

Microsoft ADS

3- Password
updated in ADS
via Password Oracle Internet

Modifier Plug-In Directory

Page 26

www.decus.de

Oracle
Portal

Oracle
E-Business
Suite
Release 11i

Delegated
Administration
Console

ORACLE

Oracle
Portal

Oracle
E-Business
Suite
Release 11i

1- User
Delegated change
Administration password
Console

ORACLE

26
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ORACLE

Oracle Identity Management

Oracle Identity Management Infrastructure
- 3rd Party
certoare (|Ccte memet Dren
i Directo
Authority Directory Services o

Delegated 3rd Party
Administration Authentication
Services Service

JAAS Roles, Component DB Enterprise Roles E-Biz Responsibility File permissions
access Controls, Java2 VPD Interpersonal Rights,
Permissio Label Security, .. Secure mail,

Service discovery, ...

Oracle Oracle
OracleAS Oracle RDBMS - " . .
1acie E-Business Suite | | Collaboration Suite

ORACLE
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Oracle Certificate Authority

OracleAS 109 (9.0.4)

Out-of-the-box PKI Losung

Einfache Bereitstellung von X.509v3 Zertifikaten
Erganzt die Oracle PKI Story

Nahtlose Integration mit OAS 109 SSO Server

Einfache Installation
Standardkonformitét

Hochverfugbarkeit und Skalierbarkeit mit OracleAS 109
und Oracle Internet Directory

ORACLE

X.509 Zertifikate/ Oracle wallet

Certificate Viewer:"Olaf Stullich’s TC TrustCent x|

General | Details
This certificate has been verified for the following uses:
Email Signer Certificate
Email Recipient Certificate
Issued To
Comman Karne (CN) Ol Stullich
Crganization {0} PSPPI £~ Oracle Wallet Manager
Organizational Unit {OL)  <Mat Part OF Certificates
Serial Mumber 00:B6:67:00:00:00:02: 4511 p——
Issued By @ Tg Wiallet
Common Kame (Ch) <hlok Part OF Certificatas Certificate
Organization (O} TC TrustCenter far Security | <4 =
Sr?:::zat\unal Unit £0U)  TC TrustCenter Class 1 CA @ |55 class 1 Pusiic Prim Subject Name: ETETETRIeTieres,
alidity = -
Issued On 03.04.2002 & [ & Class 2 Public Primg Issuer Name, Ch=olaf stullichggora
Expires On 04.27.2003 o8 Class 3 Public Prim; -
= ersion:
Fingerprints ? 52, Secure Server Certil a0
SHA1 Fingerprint FF:F4:69:9E:33:C4:CCF8: 153 GTE CyberTrust Rog)s Serial Number: 0x0B
MDS Fingerprint FC:D2 158 74:7E: 1D:63:07 i) ‘
& GTE CyberTrust Glol S Expiration Date: April 2, 2004
o8 Entrust net Secure S Key Size: e
52 Entrust.net Certificat]$
= Key Type RSA
— 2 Entrustnet Secure 5
L3 olaf stullich@oracle, key Usage: S3L,3MIME ENCRYF
Certificate MD4 Fingerprint DO-AR3F-FB T3:R0:AC
Certificate SHAT Fingerprint: 44:D6:29:41:D6:49:0¢

ORACLE
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OracleA Og Oracle Ce ate A 0
=]
2 [ % oradeas certificate autharity W =
Oracle Applic [Elarui i ] B -
Certifice General 1Forms I Links I Media 1Security TErivacy ] jplement  Help
¥eb Site Identity Yerified Certificates
— The web site hajssul.de.oracle. com:4400 supports authentication For
the page vou are viewing, The identity of this web site has been
Welcome to O | yerified by oracle, a certificate autharity you trust For this purpose.
Pages
e different Il
Use this site to hority user F
»regues
vfind ar
Wiews the security certificate that verifies this web site's
i t
, click identity, e,
UIET ntials or
b ;L‘f: Connection Encrypted: High-grade Encryption {(RC4 128 bit) You can
- The pange wou are viewing was encrypred before being transmitted over uests for
Oracle Wallet Mana the Internet.
click Encryption makes it wery difficult For unauthaorized people bo view
hers information kraveling between computers. It is therefore very unlikely bS lets youl
, click that anvone read this page as it traveled across the network, ort
here d (
vhardinate ¥
[m == [£Z] 12

Oracle CA User Interface

[Bf OracleAs Certificate Authority - Mozilla
b | b

E‘I % Oracleds Certificate Authority

Oracle Application Server
Certificate Authority bractce Stetenert tiels

BUIGEEY User Certificates Server [ SUbCA Certificates

Authentication
Please select a method to verify your identity

 Use your OracleAS Single sign-on name and pagsward
220 authentication.

© Use your sxisting cerificate
SEL authentication

© Use manual approval / authentication.
Usze for advanced user settings.

[ Submit )

Horne | User Certificates | Server / SubCA Certificates | Practice Staterment | Help
Copyright () 2003, Oracle Corporation. &1 vights reserved
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Anwender Zertifikate (manuell) 1

racleAS Cer te Authority-User Certificates - Manual Authentic.

£ [ “ Oracles Certificate Authority-Certific. .. T % OracleAs Certificate Authority-User Ce... T i Administration,Create User, Information ] |

Oracle Application Server
Certificate Authority Practce Seenect el

Horne User Certi es Server [ SubCa Certificates

Search |Cemﬁcate j |\D / Zerial No j | ‘E) Advanced Search

User Certificates - Manual Authentication
|Use this form to search for certificates, certificate requests or to request a certificate

. Request a Certificate )

Select Serial Number User DN HNot Valid Before  Not Valid After Status Usage Revocation Reason
Mo cetificates retrieved

@ TIP To submit certificate request click "Request a Certificate”

( Download CA Cemﬁcate) ( Download CRL) (_Change Mlhem\catiuﬂ)

Home | User Certificates | Server / SubCA Certificates | Practice Staterment | Help
Copyright () 2003, Oracle Corporation. All rights reserved.

[ 2 & B oA
ORACLE

Benutzer Zertifikat (manuell) 2

te Request Form - Manual Authenticati

) [ i OracledS Certificats Autharity-Certificate .., I S5 Oracleds Certificate Autharity-Certificate .., ] - Administration, Create User, Information

Oracle Application Server
Certificate Authority broctce Sistenert tels

Haorme User Certificates Server [ SubiCA Certificates

Certificate Request Form - Manual Authentication
|Use this form to request a certificate.

DN Information

+Common Name [olaf stullich

E-Mail Address [olaf stullich@oracle.com

Organizational Unit [BU Datenbank

*Organization [Sales

CityfLocality [Hannover

Advanced ON

ORACLE
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Benutzer Zertifikat (manuell) 3

I % Administration, Create User, Information

If-' { % Oracleas Certificate Authority-Certificate ... I % Oracleas Certificate Authority

Oracle Application Server
Certificate Authority brectice Seemert iy

Harme User C ates Server f SubCa Certificates

@ Information

Your certificate request is accepted. Administrator will contact you for certificate issuance. Your request D is "15". Please use this

request |D for future reference

Home | User Certificates | Server/ SubCA Certificates | Practice Staternent | Help
Copyright (c) 2003, Oracle Corporation. Al rights reserved

b = 8F £ &2 tore
ORACLE

ate Management - Mozilla

) | % oOracleAs Certificate Authorlty-Certificate ... T % Oracleds Certificate Authoriy-User Certifi..., T % Administration, Create User, Information

Oracle Application Server
Certificate Authority bractce Stetement

Certificate Management Configuration Management Wiew Log|

Search ICeniﬁcale Request j IAH Pending Reguests j | (Go) Advanced Search

Certificate Management
Use this form to approve certificate requests, renew or revoke certificates and to update certificate revocation lists

| View Details )

Request Request Serial
Type Request Date Status Number

Select|D User DN
& 15 Ch=olaf stullich, Email=olaf. stullich@oracle. com OU=BU client February 26, 2004 Pending

Database,0=Sales L=Hannaver C=DE

( Update Certificate Rewncation L\st(CRL))

lons | Practica

Home | Codificate b | Confionration bd
1L

k1N
02 4 3@ oone

ORACLE
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Oracle CA User Interface

ate Authority - Mozilla

E;] %% Oraclens Certificate Authority

Oracle Application Server
Certificate Authority Eractce Steenert  tiely

Home User Certificates Server f SubCA Certificates

Authentication
Flease select a method to werify your identity.

 Use your OracleAS Single sign-on name and passward
220 authentication.

g your existing certificate
SEL authentication.

© Use manual approval /£ authertication
Use for advanced user settings.

( Submnit )

Home | User Certificates | Server/ SubCA Certificates | Practice Statement | Help
Copyright () 2003, Oracle Corporation. All vights reserved

i 4 & B &
ORACLE

Benutzeranmeldung SSO

illa {Build ID: 2004031616}

File Edt Wew Go Bookmarks Tools Window Help Debug G4
L

Sign In

Enter your Single Sign-On user name and password to login

User Mame Iolaf.stullich

Pasgword IM

Login Cancel |

Unauthorized use of this site is prohibited and may be subjected to civil and criminal prosecution

[ =) ©F EJ & |pone

ORACLE
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Request User Certificate

"B Oracle Certificate Authority-Certificate Request Farm - S50 Authentica
Eile Edit Wiew Go Bookmarks Tools Window Help

& [ % Oracle Enkerprise Manager - Application Se... I %% Oracle Certfficate Authority-Certificate Re...
Oracle97AS .
Certificate Authority

Practice Statemert  Heln  Locout

Home User Certificates Server/ SubCA Certificates

Certificate Request Form - SSO Authentication
Use this form to request a certificate for a S50 user.

DN Information

User DN |

Certificate
Information

Cerfificate | 204 (High Grade) =]

Key Size Select the size of the cedificate key to generate. The bigger the size, the oreater the
strength.

Certificate l—
Usage S5L/ Encryption J

ORACLE

Oracle Identity Management — Vorteile

Eine Unternehmensinfrastruktur, die die “unbreakable”
Technologie von Oracle einsetzt

- Hochverfugbarkeit, Skalierbarkeit, Sicherheit, Performance

Vereinfacht die Verteilung aller Oracle Produkte
- AS, DB, OCS, eBiz

Zentraler Integrationspunkt fur existierende Kunden Identity
Management LOsungen

- Transparente 3 party Integration von OIM basierten Produkten

Eine offene, standard-basierte Infrastruktur

- anpassbar an unterschiedliche Partnerlésungen und
Kundenbedurfnisse

ORACLE
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Oracle Identity Management

Oracle Identity Management Infrastructure

- 3rd Party
centteate | [Or2cke ntemet (e Do
i Directo
Authority SR Services L
De!egateq Provisioning OracleAS
Administration :
; Service SSO
Services

JAAS Roles, DB Enterprise Roles E-Biz Responsibility File permissions
Component access VPD Interpersonal Rights,
Controls, Java2 Label Security, .. Secure mail,
Permissions,... Service discovery, ...

ORACLE

|nf0 rm at| O n en . Olaf.Stullich@oracle.com

http://www.oracleworld2003.com/scps/controller/catalog
- Solution Areas

» Security and Identity Management (23)

http://otn.oracle.com/deploy/security/index.html

ORACLE
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QUESTIONS

ANSWERS
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