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Initial Configuration

Q]

B HP ProCurve Secure Mobility Solutions:

Ralf Krause

Initial Connections: AC or IAM

Ethernet network
(with DHCP services) Access Controller or
Integrated Access Manager

ammm downlinks
uplink J ' ammm | (clientports)

Ethernet I:I
client

wireless client
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AC or IAM IP Addresses

oHCP Downlink IP address of

| server : every AC/IAM defaults to

§ I; i 42.0.0.1. DHCP service
Access Controller/ provides IP address and
Integrated Access DNS information to clients.

| Manager o

downlink IP address:

uplink IP address: J s 42.0.0.1/8 (default)
10.1.1.20/24 uplinke | smmm T

DG: 10.1.1.1 /. 7
\ff Downstream

Uplink side of AC/IAM may obtain an : )
IP address and DNS information 5 AN range 42.0.0.0/8
from DHCP server, or i I:I N
IP address, mask, default gateway, Ethernet I:I
and DNS information may be i client
statically defined. i wireless client
Rev. 1 2

Connecting Through a Downlink Port (D

invant

Initial connection to the AC or IAM is most easily
accomplished through a downlink port.

Access Controller/
Integrated Access Manager

| ammm | |downlink IP address:
_ J mmmm | ]420.0.1/8 (default)
uplinke | memm

DHCP clients dynamically
obtain an IP address in the

range 42.0.0.0/8 with 30-bit
mask.

Administrative client
i IP address: 42.163.73.126/30
i Def. Gateway: 42.163.73.125

Rev.3.31 4
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Connecting Through an Uplink Port

If the Secure Access device has an IP address,
initial connection to may also be accomplished
through an uplink port.

Secured network

Administrative client _
IP address: 10.1.1.40/24 uplink IP address:
10.1.1.20/24

upIinkJ 3 EmEm

downlink IP address:
42.0.0.1/8 (default)

Access Controller Main Menu

Access Controller 720wl m
Main ey |  TE=EE
onfiguration System Functions
Admin Autherization @ Backup and Restore
Control Swiver B Shuidown
Natwork B Update Software
SHMP Vi
B specify Location Information ews
B Specity Session Logging B Actve Cllems
B lime and Date B Acive Sesslons
B LogFile

B version and License Information

SPECIFY CONTROL SERVER

Rev.3.31 6
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Initial Connections: Access Control Server (5@

invant

Connection to the Access Control Server is most
easily accomplished if it initially obtains a DHCP-
assigned address.

Access Control Server and
Access Controllers may be in
the same subnet or different
subnets.

ACS

If DHCP services are not
available, the Access
Control Server's IP
address may be set from
the command line
interface.

Rev.3.31 Z

Setting IP address from CLI

terminal settings: 9600,8N1

DB-9 male
connector

null modem cable

HP 700wl Series@[42.0.0.1]: set ip 10.1.1.20/24
HP 700wl Series@[10.1.1.20]: set gateway 10.1.1.1
HP 700wl Series@[10.1.1.20]: show ip

Hostname:

Domain Name:

IP address: 10.1.1.20/24

DHCP enabled: No

Default gateway: 10.1.1.1

DHCP server: None configured

DNS servers: None configured

WINS servers: None configured

Rev, 3.31 8
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Access Control Server Main Menu

Access Control Server 740wl m
To change the Main Menu T
admin account
and passward: onfiguration System Functions
To statically Admin Authorization B Backup and Restore
define IP address HTTP Proxy B pisibute Logons
and DNS info: etwark B Shutdawn
Shared Secret Autherization [ ] Update Software
To define the SNMP Vi
shared secret the @ Specify Session Logging Dok
ACS will use to @ Time and Date B Acive Access Managers
. @ LogFile
er_1crypt sessions Wireless Data Privacy Setup B Version and License Information
with ACs. @ IPSec
B PPTP and L2TP GO TO RIGHTS MANAGER
B ssH
| Tunneling

Integrated Access Manager 760wl m
Main Menu T
Configuration System Functions
To Change the Admin Authorlzation @ Backup and Restore
admin account B HTTP Proxy B Disulbute Logons
and password: Hetwork B shutdown
B Shared Secret Authorization B update Sottware
- B suwe .
To Statlcally @ Specify Location | mation Views
define IP address B Specily Session Logging B Active Access Managers
and DNS info: @ Time and Date B Active Clients
B Active Sessions
Wireless Data Privacy Setup B LogFile
B 1PSec B Verslon and License Information
B PPTP and L2TP
B ssH GO TO RIGHTS MANAGER |
[ ] Tunneling

P: 40.1.4.20

Rev.3.31 10
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Avant

|Main Menu > Configuration > Shared Secret Authorization|

The assignment of a
common “shared secret”
enables ACs to authenticate

ACS or IAM

Ll

]

to the ACS or IAM.

|

mm
m
m
m
m
m
m
m
m
m
m

AN

Main Menu > Configuration > Control Server|

ACS or IAM and all ACs

in the same domain

AC

must be configured with
. |the same shared secret.

11

Associating an AC with its ACS/IAM

|Main Menu > Configuration > Control Server|

Access Controller 720wl

Specify Control Server

A

invemns

Specify Control Server

and Enter Shared Secret

Associating an AC with its
ACS or IAM requires that
you supply the shared secret
as well as the IP address of
the ACS/IAM.

Cantrol Server II* Address: |T01.1.20
Secret Key: |aasss

Confirm Secret Key: esses

l Submit Changas ] [

Cancal Changes ] [

Fiesat Tn Defaults

| GO TO CONTROL SERVER I

Rev. 3.31

After the AC has been associated
with the ACS, you can test the
association by selecting this button.

www.decus.de

12



IT-Symposium 2004 [Module title]

Comparing ACS, AC, and IAM

The Access Control Server

- maintains the rights database, handles authentication requests and
supplies rights information to ACs within its domain, and

- maintains VPN protocol configuration information.
The Access Controller
- contacts ACS or IAM for rights information on behalf of users, and

- performs Network Address Translation (NAT) and maintains sessions
with downstream clients.

The Integrated Access Manager

- maintains rights database, handles authentication requests for users
connected to its integrated downlink ports as well as subordinate
ACs,

maintains VPN protocol configuration information, and
- performs NAT and maintains sessions on behalf of clients.

IAM Combines ACS and AC Features (ﬁﬂ

invant

Integrated Access Manager 760wl [@
Main Menu
ACS function: Configuration System Functions
Admin Anthorization B Backup and Restoie
HTTP Proxy B Disuibute Logons

Netwoik B Shutdown

Shared Secret Authorization B Update Software
B SHMP Vi
B Specify Location Information Lt

Specify Session Logging B Active Access Managers M'II'I\ ers
Time and Date B Active Clients
[ ]
[ ]
[ ]

Active Sessions
Wiyeless Data Privacy Setup Lag File
IPSac

Version and License Information
@ PPTP and L2TP

@ ssH | GO TO RIGHTS MANAGER, |
Tunneling

ACS function:
session logging

ACS function:
Wireless VPN
setup

ACS function

Rev.3.31 14
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Authenticated Network Access

There are several ways that a wireless user can gain
access to the secured network.

* Active authentication methods:
- Browser-based: user provides name and password at a
system-generated logon screen, and
- VPN: user launches a VPN client application, provides name
and password, and establishes an authenticated, encrypted
tunnel using the Access Controller as a gateway.
» Passive authentication methods enable the Secure Access
system to monitor authentication sessions and enable
access when it detects successful authentication.

- Windows NT/2000 domain monitored logon, and

- IEEE 802.1X authentication (EAP-TLS or EAP-MD5)
monitored logon.

15

Browser-based Logon

Rights Manager

ACS may authenticate user
information against its internal

rights database or consult an @1 ACS
external authentication -

s_el;]vice a:d returns a set of : 'AC requests a rights
rights to AC. - package for this user

at this location

Client supplies user

name and password Y mmmm
AC 'EEER
 AEENR

0.0

HTTP get request from user
is redirected to the AC’s
logon process.

Client becomes
associated with
Access Controller

window, successful DNS lookup
allows generation of HTTP get

request. wireless client

:"
N4
—
Client enters URL in browser Py

16
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Defining User Accounts (D]

invant

Only authenticated users can send network traffic

through the AC or IAM into the secured network.

* The downstream “admin” user can perform configuration
and monitoring tasks, but it is not considered a system user.

» To define user accounts and their permissions, select the
| comomeusuaacer | button on the ACS or IAM Main
Menu.

* Select the “Users” button on the Rights Manager menu bar.

Rights Manager [@]

Clients

cuinTs | comncuranon | sers [ crouss | Locmons | Loes | mousLEsHooTNG] mcHTS MRoRT

The User Editor (ﬁﬂ

invant

By default, no users are defined. Select the “Go To the User
Editor” link. This brings up the User Editor.

HAIN MENU Rights Manager
HELP User Editor ﬂa

LG ouT I USERS I Gm!] LOCATIONS ] LOGS I TROUBLESHOOTING | RIGHTS IMPORT _

Select a User to Edit

O yger | ™
@ Mew User

Apply Selection

User Details

User Mame: |user]
Uszer Pazgword. asssssss
Confirm Password | ssssssss

@ Morrnal

O Registered Guest
CIMAC Address

O Access Paint

Usar Type:

Rev.3.31 18
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Group Membership (D]

invant

» The User Editor provides an opportunity to place the new
user in an existing Group.

* Every “Normal” user is an implicit member of a default Group
known as “User.”

This User is a Member of the Following Groups

Add User to Group: | Access Point v| [ AddtoGroup | [ EditNew Group |
Group Name Group Type Remove
Mo Groups Found

Subimit Changes ] [ Cancel Changes ] [ Delete User

» Select “Submit Changes” to create a new user with implied
membership in the “User” Group.

Effective Rights (ﬁﬂ
Each user’s effective rights on the system is based
on an intersection of:

* “who” — Group membership,

* “what” — a set of “Redirect” and “Allow” statements that
specify traffic that will be either redirected to some other
destination or permitted to pass through the AC or 1AM,

» “where” — the location of the downlink port through which
the user is attempting network access, and

» “when” — the time of day and day of the week that the user
is attempting network access.

Rev.3.31 20
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“Who” and “What” intersection

Groups are associated with Redirects and Allows in

the Rights Manager’s Group Manager page.

« Atable in the Groups Manager represents Group names in
rows and Redirects or Allows in columns.

» A Redirect defines characteristics of traffic that should be
sent to a different IP address and/or port number.

* An Allow defines characteristics of traffic that should be
permitted to pass through the system.

» Several system-defined Redirects and Allows are
associated with system-defined Groups, such as “User.”

» To allow for flexible definition of permissions, the system
supports user-defined Redirects and Allows.

21

Rights Manager m

Groups Manager

-
S =
IS

M aM .

Logon. e llJIEh liternal 551
f"r:_" 'Iﬂ-lrf:ﬁ . Ir-w.i m EISL Stop DHCP UNS HITE| Logon | Admin "::_'If;" I';:'::!';‘m Kesheros SME| Stap :"ﬂ"'i

o page ‘uﬁﬁnﬂ url page kage 1LLLQ u o bige
Guest | [ b O Ll 0 Ll L | o m | =
Logon [ | a | = | |3 0 || ] =) RO
MM_EI_D_ LIS BSOS BOIRECH OIS RS L] L] LIRS SN AL IR L
aﬁ ar . L] LESECIRSC IO RS a s 8| |

l Maw Group ][ e Allow “ Show Redirects ]

[_Update | [ Modiy Columns | [ Cancel |

» Each of the five default Groups is initially given a a unique
set of Allows.

* To view details on a specific Allow, follow the link that
represents its name.

Rev.3.31 22
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Allow “All IP traffic” for the “User” Group K43

invant

Authenticated members of the “User” Group, such as
“userl,” are allowed to send IP traffic to all destination
addresses.

Allow Details

Allow Mame: |All 1P raffic

@ Basic Allow

Pratocal ||P "‘ Port |" ‘Address: ‘* |

O Advanced Allow

Filter in tepdurmp syntax: |4y

Rights Manager m
Groups Manager | =T
| usws | cours] ocmons | oas | : I
Redirects
AN AN AW | AW CSda. | CS40. No e
— L] Al e [ e Logon = Me = B Ho 551
HTTP | HTTPS Logon | Ho AWM AN |Iwtemal I 11 1] SOCKS
Logan | Lagon E}‘ETIH |--|{Je" SEL P Phuhted: Logan | Stap Illlll::ll:gl -;I%n ﬁﬂ I::ﬁ:ulll:: Il.ll::ll:: ;JI redirect
i N hlacke jan | 2k - 5 Ul ul ul
Guest [ L] I~ [ Ll L] I [~] L] L] [+ [~ [+] [+] L]
Lagen O m |m| m| m ] 0 O O O O 0
Uset [ L L LIRC IR | L L Ll L L L L
Grongps | -
ol m e e e e|ef e | | e s e a| e ]|
R N N N N 5 I I A N A R e
| Mew Group ] [ Mew Redirect ] [ Show Allows ]
[ Updste | [ ModityColumns | [ Cancel |

ooz v
» Each of the five default Groups is initially given a a unique
set of Redirects.

» To view details on a specific Redirect, follow the link that
represents its name.

Rev.3.31 24
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The “CS-to-AM Logon” Redirect

¢ In “distributed logon” mode Access Controllers handle logon
procedures.

« Users that attempt a direct SSL logon to the ACS or IAM uplink
address are redirected to the AC’s downlink address.

Redirect Details

Redirect Mame; |C3to-Al Logon redirey

System-defined

address variable
representing the ACS
or IAM uplink address

Redirect From Original Destination

@ Basic Redirect Filter

Pratocal: | HTTPS "lF’on: ‘N,‘A ‘Address: ‘@SERVER@ ‘

> Advanced Redirect Filter

Filterin tepdump syntax: | jtep dat port 443 and dst host BSERVERE)

System-defined address
variable representing the
AC'’s downlink address

System-defined
port number for
SSL logon page.

Redirect To

Port: 443 | Address: [@INTERNALE

Default address variables and ports

Built-in Addresses
. The ACS or IAM derives
« the values of these _
(iR AT address variables from its
@INTERNALE  42.0.0.1 Network Configuration.
EINTRANETE 10.1.1.0/24
@WSERVERG@  10.1.1.20
Built-in Ports
These are Port Number Description
internal logical el SRS
destinations g2 Lagan Page, presenving ariginal destination utl
(port numbers) a3 Logan Page, dropping original destination url
that the ACS or 443 SSL logon page
IAM recognizes. 444 Rights manager admin pages
446 SSL stop page
Rev, 3.31 26
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The “AM Logon Page Shortcut” Redirect (D]

invant

A very useful system-defined Redirect enables users to enter
the URL “1.1.1.1” to bring up the logon/logoff page.

Redirect Details

Redirect Mame: |AM Logon page shortcy

CELIEETAL LB EILEELER L User enters this address
as URL and the request is

(& Basic Redirect Filter

Protocal [FTTP %] port [N | Adass: 1117 Nlrected to ...

& Advanced Redirect Filter

Filter in tcpdump syntax: | jtep dst port S0 and dst host 1.1.1.1)

Por: 22 | Address [RINTERNALG
- System-defined address
System-defined port variable AC/IAM downlink
number for logon page. address.
Rev. 1 27

Intersection of “Who,” “Where,” and “When” (ﬁﬂ

invant

» Access to the network is explicitly permitted to specific
Groups by associating them with Locations, which are
associated with AC or IAM slot/port numbers.

By default, the “User” Group is associated with a Location
called “Everywhere Else” that includes all AC or IAM ports
and a time slot that allows 24 x 7 access.

Rights Manager m
Locations Manager | 7E=ET
comoomimon] s o sommons 0| s wor I
Groups
Guest Logon User Access Polnt
Locatons Everywhere Else | [] v |
[ MuwLocation | [ Nisw Group |

l Update ][ Madity Colurns ][Cum:,el ]

Rev.3.31 28
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IP Addresses for Downstream Clients (ﬁﬂ

invant

Wireless clients connected to an AC or IAM obtain
their IP addresses in one of the following ways:

* Network Address Translation (NAT) mode — each AC or
IAM has a pool of addresses (42.0.0.0/8) from which it
dynamically distributes addresses to its clients.

* Non-NAT, static IP addresses — an IP address is statically
defined on the client computer. This address is not
translated by the AC.

* Non-NAT, dynamic IP addresses — the AC or IAM relays
DHCP requests from the client to a DHCP server within the
secured network. This address is not translated by the AC.

Network Address Translation (NAT)

SA: 10.1.1.21:1849 AC or IAM
DA: 10.1.1.1:80

Uplink address:J ! et
10.1.1.21/24 ' EEm

At default settings, an AC
or IAM performs Network
Address Translation and

Port Address Translation
on behalf of downstream

clients.

IP address:  42.215.164.66/30
def. gateway: 42.215.164.65

Rev.3.31 30
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View Active Sessions

» To view actual and translated addresses and port numbers,
select the “View Active Sessions” link at the AC or IAM.

Filter
MAC Address: Al ~

Access Controller 720wl
View Active Sesslons

Protocok (Al %] SiatPort: [All ]

Lings: | 25 = [ Apply Fiher_| [ FesetFiter

Active Sessions (G of 6)
Highlighted text indicates a ¢

or a session tunneled to another Access Controller 720wl

Froto Idle Slot/Pon mit Racy|

urce A [Diesl
W1 1THI

(LIRS RER Ay 4 a0 YA

10.1.1.21:1849 10.1.1.1:60

e s LHF eAFSEOA4 1 A2 M5 164 BRI M1 2545 an 144 =
10.1.1.21:102%6 1001.1.264:53

e s LHE eATHEL4 1 42 M5 164 BT EYAINIR R Er) an H1l

DP 20e 00.c0.8004.7.d1 42.215.164.66.137 10111437 an 234
101021937 W43

cP 18: 00.c0.8704.7.d1 42.215.164.66.1842 10.1.1.200443 3 531 123
42.215.164.B6: 1542 42.000.7:445

CcP 18: 00.c0.8004.7.d1 42.215.164.66.1848 10.1.1.1.60 an 5485 13713
1011211848 10.1.1.1:60

31

— - .. and others
implicit Group / associated
member of
All
access Locations
permitted at
access Al
permitted Time Slots
during o
Time Slots
access
permitted
during
Rev, 3.31 =

www.decus.de

16



IT-Symposium 2004

[Module title]

View Client information

» To view detailed information about logged on clients, select
the client’s name from the list that is displayed when you
select Views > Active Clients from the AC or IAM Main Menu.

ESHHIER Access Controller 720wl [‘ﬂ]

HFLP Client Information

......

Client Information
Client. 00:10:ad:ba:43:0d

Uszer yuurt

Blaching Mams. Linénown .
shows log entries that relate to

11" Address 42 20712550 this client

Address Btaluss NAT maode: nghta do not ali
Access Manager JOT L2
Slut/Purt. 34

shows Group membership,
specific Allows and Redirects,
and Location information for

“Wiwre Cliwnl Repurl. Lug lolu

3 Acive Hiession(s)
Rights in XML

Rights Cxpire: 5 hrs, 27 mins the user
Logoff This Cliant | GO TO RIGHTS MANAGER I

Rev. 3.31 33

System Management and Maintenance (D]

invant

The HP ProCurve Secure Access system provides
management and maintenance tools that allow an
administrator to:

* reset the system to factory defaults,
 update system software,

» enable system level and Rights Manager events to be sent
to a syslog server,

» backup and restore the system configuration, and
« gracefully shut down the system.

Rev.3.31 34
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Questions
?
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