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Active Directory is very fault-tolerant against HW failures
= a dead DC is NOT a disaster !

Disaster Scenarios: Active Directory

* Accidental deletion of objects by an O
administrator (most likely cause!)

Malicious deletion of objects by an
intruder

Virus-Attack, deleting objects in AD 6
Corruptions of objects/attributes

Corrupt schema — could require
forest recovery!
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Corrupt Schema — AD Forest Recovery ("ﬂ

"Roadmap" for AD Forest Recovery:

Determine Forest Structure and available backups
|dentify single DC for each domain with valid backup

Shutdown all DCs in the forest dg&

First recover DC of Forest Root Domain f

= will ensure recovery of trust hierarchy
and critical DNS resource records S

Then recover one DC of each child domain
= ensure recovery of parent domains prior to
their child-domains to maintain trust-hierarchy

5%
X




A good Active Directory backup includes:

1. System-State Backup of at least two DCs of
each domain in an AD forest
= don't require a backup of all DCs of a domain
(may be different for Branch Offices with slow links)

If SYSVOL is not stored in default location, it may have to be
backed up separately (depends on backup software used)

Separate backup of GPOs is a good idea to simplify restores

of accidentally deleted GPOs

= can leverage Windows Server 2003 to do so, but
this will NOT store the Site/Domain/OU links of the GPOs!

= also still need to backup any related external files of a GPO
(e.g. logon scripts)

4. Ensure physical security of backup tapes!
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Deleted objects can be restored by performing an
authoritative restore of the AD database

Boot DC to Directory Services Restore Mode
Active Directory

Restore System-State from Backup-Tape
Run NTDSUTIL

= authoritative restore

= restore subtree
OU=myOU, DC=mycorp, DC=com

\\
= will update version nr. 6 ‘b
by 100,000 per day

since time of backup
Reboot DC

Hewlett-Packard - AD Disaster Recovery

How Group-Memberships are stored in AD

The member-objects (e.g. Users) are stored as the DN in
the member attribute of a Group. The Groups that a User

belongs to are stored as the DN in the memberOf
attribute of a User.

Userl
DN: CN=User1,0U=Users,DC=MyDom,DC=com
memberOf: CN=Groupl,0U=Groups,DC=MyDom,DC=com

ﬁ Groupl

DN: CN=Groupl,0U=Groups,DC=MyDom,DC=com
member: CN=Userl,0U=Users,DC=MyDom,DC=com



Active Directory stores group-memberships as Object-
Links.

& member nked Objec} ﬁ memberOf
Forward-Link

e can be edited
by admin

Back-Link
e s owned and

maintained by
DC

* is not replicated
to other DCs

 is replicated to
other DCs

need special
treatment auring
authoritative restore!
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Other important Object-Links

& member ‘_inked Objects' &member()f

ﬁ manager ‘Jnked Objects’ ﬁ directReports

=
fl:ij@ managedBy ‘_mked Objects' ﬁ managedObjeCtS

Attributes with Object-Links are determined by their 1inkID
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Sample Setup (Domain View)

Multi-Domain AD Forest

ﬁA\Usrl
A s Aﬁ o
¢Fa\cc1

Domain A Domain B




Writable Naming Context
(own domain)

€ a\Usril
€ A\Usr2

__________________________________

@ <l----..:‘."
DC1.A Read Only Naming Contexts"; teen =53k -
(for GCs = Partial Replicas | W @ B\UG1

of other domains)

0. R

A\Usrl
€ A\Usrl il gAsUer
ﬁA\Uer DC1.B @A\GGl
¢Fa\Gcel

W
R
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Sample Setup (incl. attributes)

€ a\usrl et User A\Usr1 is
B\UG1
A\Usr2 e member of groups
AlGG1 and BIUG1
ﬁ A\GG1
member: A\Usrl
e
& member A\Usrl ﬁégfelr: A\Usrl
W
R A\Usrl
ﬁ ﬁe\gbsexz::]éf: A\GG1 g memberOf:
N £ hosiste
A\GG1
Iﬁe\nGlee]f : A\Usrl member: (empty)




Q A\Usrl

memberOf: A\GG1

B\UG1
g A\Usr2
memberOf: A\GG1
A\GG1 Bl
member: A\Usrl
10 A\Usr2 °
R
member A\Usrl
ﬁ A\Usrl
memberOf: A\GG1
A\Usr2
memberOf: A\GG1
B
A\GG1 3L
member: A\Usrl o
W 10 A\Usr2

DC2.A| R

adding User A\Usr2 to
global group AlGG1

B\UG1
member:

A\Usrl

R g A\Usrl

memberOf:

g A\Usr2

DC1l.B

memberOf:

A\GG1

member : (empty)

[Ell Forward-Link

BL Back-Link
n  Version Nr.

Link
Verrns® Replication

Group updates = version-nr increases = replication takes place
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Understanding Handling of Object-Links

ﬁ A\Usrl
memberOf: A\GG1

B\UG1
ﬁ A\Usr2 20
memberOf: A\GG1l
- B\UG1
A\GG1
ﬁme\mber: A\Usrl Bl
10 A\Usr2
R
ﬁmember A\Usr1<_
15 A\Usr2
A\Usrl
memberOf: A\GG1l
g A\Usr2
memberOf: A\GGl
A\GG1
member: A\Usrl
10 A\Usr2

Q|

invent

adaing User A\Usr2 to
universal group B\UG1
DC1.A backed up now!

B\UG1
member: A\Usrl

Y, 15 A\Usr2

R g A\Usrl

memberOf:

ﬁ A\Usr2 <20

memberOf:

A\GG1

member: (empty)

[Ell Forward-Link Link



Q A\Usrl

memberOf: A\GG1
B\UGl

sA\Uer ®\
@A\GGl

deleting User A\Usr2
on DC1.A

member A\Usrl ";‘
______________________________________ %
R i B\UG1
ﬁ member me\mber: A\Usrl
, W a®» AT
: R A\Usrl
A\U .
€ A ET e avaal 4 memberOf :
o =P A\Usr2
&A\Usr2 @--‘ 5 @
A\GG1 A\GGL .
member: A\Usrl member: (empty)
W A  apez & Tomo
ombstone
DC2.A | R v..... Replication
n  Version Nr.
» Groups are ,cleaned”, but version-nr. doesn't change...
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A\Usrl
memberOf: A\GG1l
UGl
A\Usr2
memberOf:
B\UG1
A\GG1 BL
member: A\Usrl
: A\Usr2
I\R BL
DC1 A @member: A\Usrl
A\Usr2

A\Usrl
memberOf: A\GG1l

A\Usr2 4-"
memberOf: (empty!)

A\GG1

member: A\Usrl

auth. restore of User
AlUsr2 on DC1.A

B\UG1

member: A\Usrl
15

A\Usrl
memberOf

‘ﬁ/ A\Usr2
memberOf: (empty!)
A\GG1
member: (empty)

ﬁ Auth. Restored User
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Recovering from a Disaster

What did we learn?

If objects with Back-Links are deleted, their Forward-Links are cleaned
up automatically. During an Authoritative Restore, the Forward-Links
are NOT recovered automatically.

ﬁ member ‘Linked Objects’ ﬁ memberOf

ﬁ member ‘Linked Objects' ﬁmemberOf
ﬁ manager ‘Linked Objects’ ﬁ directReports

=
manaoedBy ‘I inked ﬂhipnf!:‘ ﬂ mananedDhiecte



What do we have to do?

Leverage the Back-Link information restored on DC/GC, to
recover the Forward-Links! E.g. for recovery of users:

1.

2
3.
4

Reboot DC1 to Directory Restore Mode
Restore AD database from backup to DC1 (should be a GC)
Perform Authoritative Restore of deleted objects via NTDSUTIL

Disable the NIC on DC1 (will disable replication of restored DC
with other DCs in the AD forest — not required for 2003 with Link
Value Replication)

Reboot DC1 to normal AD mode

» Always perform authoritative restores on a GC!

Hewlett-Packard - AD Disaster Recovery

Recovering from a Disaster (”ﬂ

Dump membership Back-Link information from object's
memberOf attribute into reference-files

Re-activate replication on DC by enabling the NIC on DC1

Compare the Back-Links from DC1 to another DC of the same
domain (DC2) via the reference-files

Leveraging the information in the reference-files, re-add
objects to the correct groups on DC2, thus increasing the
version number of the member-attribute and causing
replication of the group

. Perform the above also for UGs from other domains (will need

Enterprise Admin privileges)




Another Challenge

Memberships of in foreign domains of
the same AD forest are not stored on the DC/GC! As such, they
are not contained in the Back-Links ...

Options:

1. As part of your backup-plan, periodically "dump" members of
Domain Local Groups from every domain in the AD forest to a
separate store (e.g. reference-files). Leverage these files in
case of a disaster recovery.

In the event of a disaster, perfom a restore of a DC/GC of every
domain in the AD forest to analyse the memberships of the
remote Domain Local Groups.

:> Domain Local Groups need extra special care!

Hewlett-Packard - AD Disaster Recovery

Preventing the Disaster

The following are a couple of options to help prevent
the big disaster:

1. Get your Security in AD setup correctly! Do not delegate high
level permissions to too many people.

2. Ensure, that you have recent backups of the System-State of
at least one DC of every domain in the AD forest.

3. Take special precautions to manage the memberships of
Domain Local Groups, as these are most difficult do recover.

Document your disaster recovery plans!

5. Check-out Online AD-Recovery Tools from 3rd-party vendors
(Mmiict read MQ N20R2K7 I
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Changes in Windows Server 2003 with

respect to Object-Link replication

Windows Server 2003 Active Directory introduces Linked
Value Replication (LVR). This improves recovery of
forward-links in the same domain:

« Upon restoring objects with Back-Links, the Forward-
Links are revived and will be replicated to the other
objects within the domain (own NC)

— namely, the membership of a global or local group is
automatically re-replicated to other DCs in the same
domain, where it was previously "cleaned" due to the
deletion of the user object



...but does not help for the recovery of forward-links in
remote domains:

» Forward-links to objects in other NCs are NOT
correctly recovered by an authoritative restore in
Windows 2003 AD

— even though the memberships in universal groups are
also revived in the GC of a foreign domain, this GC
will never replicate changes of the UG back to the
originating domain, as it only has a "read only" copy of
this NC.
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Changes in Windows Server 2003 with

respect to Object-Link replication

Is the Domain Local Group issue fixed in
Windows Server 20037

* No, the problem with recovering lost memberships in
DLGs remains exactly the same, as objects in remote
domains will not contain any back-links to a foreign DLG
= this means, that memberships in DLGs will need the
same special care as in Windows 2000

 Have placed bug-report with MS — a tool to support the
recovery may become available as a post-release to
Windows 2003, but as the problem is an integral part of
how replication works in the OS, it cannot be fixed with a



A\TU 1
A NgEr L avea auth. restore of User

B\UG1

ﬁggsea% AlUsr2 on DCIA
B \ UGl
BL

L%
A\Usrl ‘::-
'

A\Usr2

BL B\UG1
A\Usrl @ me\mber: A\Usrl
A\Usr2 W 15

T, ] R g A\Usrl
A\Usrl R TF .
€ Agerl.. a\Ger S )b memberOf:
R 4 L IIII’ A 2 I!:I:Ez
ﬁA\Uer 1000200 4** & méxybsef: : !empty!)
memberdf: A\GG1l DC1.B
i A\GG1
A\GG1l :
me\mber ] A\Usrl member : (emtpy)
W 10 A\Usr2
""""""""""""""""""" ﬁ Auth. Restored User

DC2.A | R

\ e Replication

n Version Nr.

User is restored, only membership in own domain is restored!
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Store and Restore I\/Ianagement

defined Objects Server

and Attributes

Elslaal Cattliey in different Versions ADRATCcollector

GC Collect & Store
defined Active
Directory Objects and
partial Attributes

.
SQL Server

Database
(MSDE will do...)

Management
Console

ADRATconsole

Service
' Windows Application
”

Manage Service,
view DB Versions,
view online AD,
restore Objects
from DB into AD
ih addition to standard
AD Restore

Restore defined Objects
from a defined Version
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HP AD Restore AddOn Tool (ADRAT)

# ADRATconsole

mfarmation

Found
44

o

o

a

invent

» Collector is
implemented
as a service
and runs
independently
of the console

processing
data is visible
In console

o writes link-
information to
SQL Database
multi-threaded




% .lDRATco nsole €|@@
(5] Fie ~ @) Hep ~ ﬁff ® easy tO use

Collections | Log | Callector | Configuration | - COﬂSOle
2 %- 8 @ v- & Application

rook: Search finished, 14 Objects of 11 compared
4] Collection 11 Available Collections

= [ root GUID Status | Statusver..  Started ° reads data

. ID
= <] -357[-4573-21B8- uccess .04, :40:
j E::ll‘:: 511 db707023-357(-4573-a168-fd60e417a30d 3 Si 2004.04.15-06:40:54
. <10 11 d505ae-baif-4038-99ea-cBed1 87ecE90 Success 2004.04,15-01:00.01 Q
I
~ Eg:i’g”uf;;m s 3h2a1244-85af-4142-b8a7-7d6 3384354 Success  2004.04151201:21 from SQL DB
&1 Dormain Controllers <28 (92457(5-4178-4e3a-b1bb-c1cfcB04604d Success 2004.04.14-11:02:58

&7 Efe27aal-a7i0-48c5-961 3-a006db4falbe Success 2004.04.14-07:25:46

_| ForeignSecurityPrincipals 2 L4 Can h an d I e

1 Infrastructure

[ LostAndFound Callection T otals .

O MyRootOUT Type Objects found Dbjects processed  Comment m u Itl p | e
Ol MyRootOU2 2 Domains 2 2

L NTDS Quotas 1) Containers 239 239 AllDbjects processed Vers | on Of

_| Program Data ,/, OUs All Objects processed
| System

W Users i) Computers All Objects processed I I n k_ b ac k u p S

iJUsers All Objects processed
1) Cortacts No Objects found
i) PrintQueues Na Objects found

i) Fileshares Mo Objects found C m u | tl = C O n S 0 | e

1) Universal Security Groups All Objects processed

i) Universal Distribution Groups Mo Objects found Capab I e

1) Global Security Groups All Objects processed
1) Global Distribution Groups No Objects found
L) Domain Local Security Groups All Objects processed Y S h OWS

i) Domain Local Distibution Groups No Dbjects found

i) Summary All Objects processed Stat I Stl C S Of
¢ collected
objects
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HP AD Restore AddOn Tool (ADRAT) ]
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-nDRATconsole E@ﬁ.@ L4 WI” aIIOW to
&) Fe - @ Heb - @ browse DB

Callections | Log | Collector | Configuration

@ B- B v o and compare
Foot-Userl search Cbjects in Collection only H
23] Collection 12 v search in Collection and compare online with A0 ‘ ag al n St A D
= Eg root - memberof: Groups, where selected Object iz Member of [Back-Link] 1
j B;I:;? 71 CN=Child1-DLG1,0U=Groups, OU=MyChid10U1 DC=childl DC=raat DC=net ('[0 see Wh at S
& Eo'mpute[s 7] CN=Child1-UG1,0U=Groups, 0U=MyChild10U1D C=child1 D C=ract DC=net . . .
A P CH=Root-DLGT,0U=Groups, 0U=MyR oot0U1 D C=root D C=ret m |S S | n g p |"| O |" to
Configurat =
™ Long el &8l CN=Roat-DLG21 OU=Groups, 0U=5ub0U21,0U=MyRoot0U2,DC=root, DC=net

@] Domain Controllers
| ForeignS ecurityPrincipals F| CHN=Root-GG1.0U=Groups,0U=MyR octOL1 D C=root, DC=ret

71 Infrastructure Bl CN=Roct-GG21,0U=Groups,0U=5ub0U21,0U=MyRoot0U2,DC=root DC=net p e rfo rm I n g a

7 LostindFound F| CHN=Root-UG1.0U=Groups,0U=MyR oot D C=root DC=net
=8 MpRoatOLN #ll CH=Root-UG21,0U=Groups, 0U=5ub0U 21, 0U=MyR ootdU 2 0 C=root, D C=net resto re oo .)
=0 Accounts

manager: zer or Contact Object managing selected Object

53 . .
ggzz:ﬂz:g 34 CH=Eliat Billy U= ccaunts DU=5ub0021 0U=MyRaot0U2 DC=roat DC=net o thlS W|” also

0] Groups - -
-] MyRootoU2 directReparts: Uzer or Contact Objects notifying zelected Object az managed al d ad m I n S to
=8 SubOU21 F1] CN=Child1-User! OU=accounts,OU=tMyChild1 0U1.DC=child1 D C=root 0 C=net .
O Accounts F| CH=Child1-Usger2,0U=accounts, 0U=MyChild1 0L D C=child1,D C=root DC=net kn W Wh I h
€ DaltonMa | CH=Root-User2 OU=pccounts, 0 =MyR oatOLU1 D C=roct, D C=net O C

€ Darry Buck

ge Winte'idﬁz?:.ecc; O bj e CtS to
authoritatively

€

g Dilcans shiifia managedObjects: User or Contact Objects notifying selected Object as managed
€ Eliot Billy el EN:Eh?Id‘I -DLG1 ,DU:Groups,DU:Mthild‘I om ,DE:chiId'I DC=roctDC=ret
€ Ewing Pamela £ | CN=Child1-GG1,0U=Groups, 0L =MyChild1 0L DC=child1 D C=raot, D C=net
€ Ewelane | CN=Root-DLG1.0U=Groups,0U=MyRoot0 U1 D C=root, D C=ret

L S R LY I G ST S S

restore in AD




..ﬂDRATconsole E]@ﬁ ¢ RESTORE
2 e - 0 b v allows to selec

CD"eCtiDnS.__Lg_g_. Collectar "Efigﬂn 3 o
-l @l y-| & the objects

Sub0U21

[ Colleq -. . cts # | Selected Objects | for Wh ICh to

=8 1 perform Restore Object ID | Link Type Prepared  CollD | Type  Type..  ObjectDN Object |
— cancel Restore 1 12 11 User CH=Dalton Ma,0U=Accounts 01J=Su...  dbdle recover the

g LA 2 12 11 User CH=Danny Buck OU=Accountz 0=, [f4087:

T
1 Computers g & A
= 43 12 10 User  CNeDe'Winter RebecoaOUsAccoun..  Bbasie link s In AD
14 12 11 User CH=Decimus Menidius Maximus,0U=.  fE314:

e 5 11 CN=Duncan Sabrina, 0= 0. 07478

i} ForeignSecurityPrincipaIs o el =Lluncan oabfha,l =fccounts 0. |

£ [ffastuctie G 12 11 User CN=Eliot Bily,0U=Accounts, DU=5ub... 3db5c: v |G N 05 | ] Select
] LostAndFound b3 > |

(=] MpRoatOL Prepared Objects Si n g Ie O bJ e Ct

=g Accounts Object ID . LinkID | Link T... = Restore Path Parent DM |
€ FootUser! 19 LDAP: #/rootdeT ract.net CN=RootUG1,0U=Groups OLi= =N
: _ront, =| -UG1.0U=] ps,0U=tMyRootOUT D=1
14 200"3333 19 LDAP://child1dc1. child raat.net CH=Chid1-UG1,0U=Graups, OU=MyChild10U1,DC orw h o) l e O U
) Aotler [ERE] 42 LDAP: /froatdeT oot net CN=Roat-GG21 0U=Groups 0U=5ub0U21,0U=M

G| Groups = B p ; : .
20 43 LDAP: #¢child1del. child. root. net CN=Child1-UG1.0U=Groups,0U=kyChild100U1,DC

= % 5.||1 D 4 LDAP://rootdeT root net CN=Raat-UGT,00=Groups, 0L =yRostOLT DC=r
T B8 Accounts L2 4 Regld Restore Options for selected Object restore shows
the links that
will be restored
§ooie O

€ Dalton Ma = 45 LDAP:/
* last step is to
¢ — s use Settings above for all subsequent Objects for current Restore

€ Danny Buck E‘ l Lo LDAR:#4
€ De‘Winter Rebecca 3= 43 LDAP:

.Esr;figuration lnaded _ DB <-> .t;«D Wiew Communicd 5 erte I I n kS baC

[ ok ] [ cancel

to AD

Altributes to restore

€ Decimus Meridius Max 22 LDAP: /1 include Backward Links for <members (<member0F>]

g E;nfga'rﬂ 53t % g; ::gig:::: include Backward Links for <manager:> [<directReports: ]
ot Billy :
Ewing Pamela ) 3 include Backward Links for <managedBy> [<managedObjects:]

g 124 LDAP: /4

m
¥ OpRpiPz i =

<
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More information...

« HP Active Answers - Whitepaper

— Active Directory Disaster Recovery for Windows 2000
http://activeanswers.compag.com/aa_downloads/6/100/225/1/42

305.pdf

e Microsoft Articles

— Q280079 Authoritative Restore of groups can result in
inconsistent membership information across DCs

— Q256588 Restore Active Directory over Terminal Services

— Windows 2000 Forest Recovery (Whitepaper)
http://www.microsoft.com/downloads/details.aspx?displaylang=e
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