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HP OpenView Operations

centralized fault management

+ networks,
servers,applications,
databases, storage

« policy driven

event monitoring

- availability, failures,
warnings,
thresholds, message
strings

fast problem resolution

- automatic or 1-click
operator-initiated actions  ug « === - —

- extensive drill-down and
problem analysis
.Gapabilities :
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track, monitor, alarm, & report e
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- performance of networks,
servers, databases, applications,
storage
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intelligent alarming

- address issues as soon as
performance begins to degrade

. alert on threatened service levels

performance data stored for e
problem analysis and resolution ae, .

- pinpoint the time and the . | e
source of the problem e i ] e e
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HP OpenView Service Navigator

business impact analysis

operators can instantly see

- what services are impacted
by technology faults

i

- which problem to address
first
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“why is this service red?”
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- show root cause maps the
problem directly to it's
source
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“who else is affected?”

- “show impacted services”
displays all services affected
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HP OpenView Smart Plug-Ins
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level - solution

—, event/action
hp OpenView
operations

performance

hp OpenView
performance

service reports
hp OpenView
reporter

Rapid problem Solving

service views

hp OpenView
service navigator

(top-down)
April 22, 2004
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and now
focusing on the
SPI for
Databases

(DBSPI)

ra

invaent

Functional Areas

OV Operations logfile template OV Operations Monitor Templates
(for RDBMS error logs) (Metric collection)

Binaries (DBSPI Collector/Analyzers)

OV Operations Message Groups OV Operations Application Desktop

Glance Integration

Scripts and other tools
(agent only)

for OV Performance Agent

OV Service Navigator

DB Reports for
OV Reporter

April 22, 2004 10
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Logfile Monitoring

Monitoring of RDBMS logfiles A Al i
- Predefined conditions

« Instruction text with further information on cause and potential
solution

- Attach user defined OV Operations actions per condition
(automatic and/or operator-initiated)

April 22, 2004 11

Logfile Encapsulation

- Lbe s e
Conditions

Logfile Monitoring

- _ 1

April 22, 2004 12
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Metric Monitoring ———

OV Operations Monitor Templates
(Metric collection)

Monitoring of RDBMS Metrics with OV Operations
external monitors, identified by DBSPI-XXXX

Scheduling groups for metric collection (5m, 15m, 1h,
1d) for efficient collection

Multiple conditions per monitor template allow
customization for different instances or thresholds

Predefined actions which provide drill-down on events

3

April 22, 2004 13

Metrics Monitoring Process

Initiate Metric Collection
Submitting values
Persistent Store for using opcmon API
Delta Calculatlons

Performance Agent

DSI/DDF
Direct (local) or remote

connection

RDBMS

April 22, 2004 14
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D]

Metric Types

Examples are for Oracle Metric collection

- Simple - Snapshot value
RBSegmentStatusCnt (DBSPI-0067) Number of Rollback segments not online

- Ratio/Percentage - Snapshot calculation
SortinMemoryPct (DBSPI-0020) Percentage of memory sorts to total sorts (memory + disk)

- Delta calculations - values from previous collections
RollbackRate (DBSPI-0054) Rate at which rollbacks are being generated (RollbackRate)

- Rollups - Lists entities (or # of entities) where given condition matches or threshold is
matched or exceeded.
ThiSpaceFreePctCnt (DBSPI-0006) Number of table spaces where percentage of free space to total
available space is inadequate

- Complex correlation - values calculation based on the analysis of various values
and conditions (smart alarming)
SegmentCantExtendCnt (DBSPI-0016) # of segments that cannot extend

April 22, 2004 15
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Metric Collection Overview

Collect metric 4, 26, 31 every 5 min
VPO Monitor Agent

DB-SPI Metric Collector/Analyzer RDBMS
.4
SQL statements for
Metric 4
Calculate Metrics Metric 26
DBSPI-0004 Metric 31

Monitor Template
Submit value for DBSPI-0004

DBSPI-0026

Monitor Template Submit value for DBSPI-0026

Submit value for DBSPI-0031

DBSPI-0031
Monitor Template

April 22, 2004 16
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Metric Collection Considerations

« Collection Scheduling Templates are grouped by the interval

« The call of the DB-SPI Collector/Analyzer is the expensive part of the
collection

« Once connected to the DB the DBSPI Collector/Analyzer should collect all
required metrics in one run for better performance and efficiency

- VPO Monitor agent can handle External Monitors fast and efficiently
. Collector/Analyzer submits the DB instance name for all metrics
- Thresholds are set in External Monitors, except for several rollup metrics

« Rollup metrics require a “command-line threshold” parameter in the
collection scheduling template

- Command-line thresholds can be identified by a colon
e.g. dbspicao -c DBSPI-Ora-05min -m 6:10 (retrieve metric DBSPI-0006 with 10% threshold)

April 22, 2004 17

Integration with OV Performance
A—

DSI/DDF LOG datafeed
for OV Performance
———

. RDBMS Metrics are forwarded into OV Performance’s
Data Source Integration (DSI) Facility or (DDF)

. Collection is triggered by collection monitor template
(default collection every 5min)

- Easy setup: Integrate and enable/disable via OV
Operations application in desktop

April 22, 2004 18
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Integration with GlancePlus

Glance application reporting group for Oracle, Informix, Sybase and

DBSPI processes

Adds entries to /var/opt/perf/parm file for Oracle,Informix and

Sybase processes and the DBSPI collector process to report on

April 22, 2004

Message Groups

oV Ogrations Mess%e Grou!s |

Additional OV Operations message Groups for DB-SPI events
DB-SPI Plug-In Internal Message Group: Informational and error
messages

Database Message Groups

Events grouped in

SOL Server
MSS_Conf
MSS_Admin
MSS_Perf
MSS_Fault

Svbase
Syb_Conf
Syb_Admin
Syb_Perf
Syb_Fault

Informix
Inf_Conf
Inf_Admin
Inf_Perf
Inf_Fault

Oracle
Ora_Conf
Ora_Admin
Ora_Perf
Ora_Fault

Confiauration
Administration
Performance
Fault

April 22, 2004
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Application Desktop

* Frequently used RDBMS applications, with DB instance selection

« DB Status/Metric Reports easily accessible from the OV Operations Application
Desktop
« DB-SPI Admin Application Group for configuration tasks
T A B

Map Actions Edit View Window
Al X2

] L)

[ — [ —
I'l'l T'T'I - -

Admin_Windows Oracle Reports

April 22, 2004 21

Admin Group O]

Overview Applications
(= wconGrowphdm |

Map Actions Edit Yiew Window

L)@ 208 A 2

EnabletD Erehel | 1ot Manitoring || | Stop Monitoring | |verits Deplayment || ¥ riavy Graphs

April 22, 2004 22
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Application Desktop - overview

Queries for configured
instance and
other parameters
RDBMS
23

Invoking Applications ra

DB-SPI‘onfi’ation Store
Example: Oracle’s SQL*Plus

April 22, 2004

T/7.2.3/bin/sqlplus® For instan

[ opc_adm [Raad-Wita]

April 22, 2004 24
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Invoking Reports D]
(Oracle Reports)

Identified by
metric number

|ope_adm [Read—Write] [Auto—Layout]

April 22, 2004 25

ra

Binaries and Scripts

- DBSPI Collector/Analyzer pulls metrics from the database using

Embedded SQL and performs calculations

- Located in the OV Operations monitor directory on the managed
node

- Statically linked with RDBMS libraries

- Connection to remote RDBMS instance possible*

« Scripts and tools for configuration and DB-SPI application
desktop

- Located in OV Operations monitor, actionsandcmds
directories Oracle, [nformix; Sybase, SQL Server some restrictions apply

April 22, 2004 26
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OV Service Navigator ~

OV Service Navigator |

- Discovers RDBMS on managed node

lllustrates managed node and discovered
RDBMS in Service Map

Allows for ease of deployment and
management of services

Updates map nightly

April 22, 2004

How discovery works? o

Service map
& o
LLeployto | otrumentation &
Node group (actions/monitors/cmds) ;—
Deploy to 5
‘(Assigx\ / -
. . &
U Runs scripts on
node to Discover
RDBMS 7 Populates
from node group Map
' Generates

P

DBSPI Service

YLaunches
: Deploy on « dlsct_)vtery
discovery — | Management scripts

policy Server

April 22, 2004

www.decus.de

14



IT-Symposium 2004

Steps for Discovery

April 22, 2004

Assign nodes to the DBSPI node group

Deploy instrumentations (actions/monitors/cmds)
to RDBMS managed node

Deploy Discovery Schedule Template to the
management Server

Execute Discovery tool

Configure DBSPI connections — passwords and
enabling

Optional (if it does not discover database):
Manually config RDBMS connection
Rerun tool to discover new connections

Deploy Templates

Service Map

April 22, 2004

2 Service Graph [Services]

=

Applicatio Systmlfstd
SPIf?::;-Dth
DB!::::'ID cle
D
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A

OpenView Reporter

DB Reports for
OV Reporter

- Predefined database Reports for Oracle, Informix, Sybase and
SQL Server

. Installed on the OV Reporter Windows workstation

- OV Reporter reports are accessible via a URL in a web browser

- Reports are based on the Crystal Reporter engine

April 22, 2004 31

File  Wiew Action Help

P& eEnE %S 7

[=1-*B Reporter Administrator | [ Metwork | Domain [ System |

[SE ﬁ Discoverny Area Microsoft Windows Network.  RPM_TEST1
B¢™y Microsoft Windows Network, ellie.rose.hp.com
Metric Lists inmon.rose.hp. com
| Reports mudbug,rose. hp.com

ALL

Configuration

Infoimix DB-5F

=l M History

Oracle DB-SFI

DB-5PI Active Message Severity
DB-5PI Active Messages
DB-5FI History Message Severity
DB-5PI History Messages
Oracle Active Message Severity
Oracle Active Messages

Oracle Awvailability

Oracle History Message Severity
Oracle History Messages

Oracle 170 - Al

Oracle 1/0 - Top 20

Oracle Instance Size

Oracle Logons

Oracle Segrent Size

Oracle Tablespace Size

Oracle Transactions

B Sybase DB-SPI

El Schedule
B-ER Discovered Systems =l
x| @1933/11.#01 10:56:26 Scheduler: There are cunently 0 programs quewed to run and 1 wnning ;I

v

(321935/17 /01 10:56:26 Discovery: kimball iase hp.com, Pracessing ane spstem on, " ™

@1999./‘11!01 10:86:28 Dizcovery: Found MEYW  Mwid Agent SCOPE AU C.00.01( 42] on kimball.razse. hp.com

@ 1999/11/01 10:56:28 Scheduler: Starting program ''G ather exe”

@ 1393/11/01 10:57:36 Scheduler. Next scheduled action at 11/02/33 00:30:00 j

www.decus.de
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Reporter Metrics & Reports

Oracle Reports

Availability, Instance Size, Tablespace,
Segment Size, Workload 1/0, Logons, Transactions

SQL Server Reports

Availability, Database Size, Table Size,
Virtual Device Size, Workload I/O, Sessions, Transactions

April 22, 2004

D]

invent

Sample Report
Oracle - Top Segments

April 22, 2004

Top Segments
By Megabytes Allocated

ELLE OPENVIEW OPC 1.0PC OP.ONC ACT MESSACES
ELLE_OPENVIEW: OPC_B.ONC_O ONC_HST_MESSACES
LLLC ORAMS SYSTIMSYS.S0URCES

CLLC ORAMS SYSTCMSYSIOL UD1S
ELLE_OPENVIEW: OPC_2.0NC_O ONC_ORIC_MSC_TEXT
CLLE OFCNVIDW: OPC 20PC OF OPC MG TCXT

CLLC OFCNVIDW: OPC INDCH1.OPC OP5YS COMO09
CLLC OPCNVIDW: OPC INDCH.OPC O 5YS COMMOS2
ELLE OFENVIEW. OPC 9.0PC OF.OPC HST ANNO TEXT
CLLC OPCNVIDW: OPC IMDCH .OPC OF5YS COO055
LLLC ORAMZS 5YSTCMSYS] SOURCE!

ELLE OPENVIEW. RBS1.SYSRO1

ELLE OPENVIEW. RBS1 SYSR03

ELLE_OPENVIEW. RES1 SYSR02

ELLE OPENVIEW. RES1 SYSR04

ELLE OPENVIEW. OPC T.OPC OP.OPC HST MSG TEXT
ELLE_CFENVIEW. OPC_5.OPC_OF OPC_HIST_ORIG_TEXT
FIF ORASIS RAS SYS R4

FLLF_OPENVIFW OPT_INDEX? OPT_CP SYS_C0T 237

FALF_OPFNVIFW OPC_INDEX? OPC_OP SYS_CNT NR6

ra

invent

www.decus.de
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Sample Report
Oracle - Physical 1/O

Oracle Tablespace L'

This report was prepared on 11/1/99, 10:53:38AM

This repott shows Oracle physicol reads and writes over the reporting intereal.
Top Tablespaces

By Physical /0

FTIK ELLIE ORAIN: LESERS

ELLIE OPENVIEW. QPC: 5
ELLIE OPENVIEW. OPC TEMP
ELLIE OPENVIEW: TEMP
ELUE OPENYIEW: TOOLS
ELLE OFENYIEW: O1'C B
ELLIE OPENVIEW: O1'C 3
CLUC OPCHWICW: OPC @
ELLIE ORAB15. SYSTEM

ELLIE ORABIS: RES

ELLIE OPENVIEW: RES1

ELLIE OPENYIEW: OP'C INDEX2
ELLIE OPENYIEW: OP'C 4
CLLIE OPENWVICW: OPC 7
CLUC OPEMWVICW: OPC 2
ELLIE OPENVIEW. OPC INDEX
ELUE ORAB1S: TEMP

ELLIE OPENYIEW: SYSTEM
ELLIE OPENVIEW: OPC B
FLI OPFNYIEW OPC 1

LIZEIEIEIIIIEIIIIEIIIIIIII

April 22, 2004

D]

invaent

customization
options of the
DBSPI

www.decus.de
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Levels of Customization

Increasing Level of Customization

April 22, 2004

- Out-of-the box with e.g. “DBSPI-Oracle: Quick Start”

- Change collection interval

- Change thresholds (globally for all instances)

- Change thresholds (per instance)

- Enable/Disable metrics

- Move metrics to different collection intervals

- Create new collection groups and intervals

- Create and implement filters

- Create custom copies of the Metric Monitors (TAG)

- Local Thresholds to override OVO templates

« User Defined Metrics (UDM)

Out-of-the-box Customization

- Assign the group “DBSPI-<RDBMS>: Quick Start”

. Contains a factory selected set of metrics

- Predefined thresholds for a typical installation

Distribute to node(s)

April 22, 2004

D

Jumpstart for DB management

www.decus.de
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Change Collection Interval

Change collection interval in one interval group (globally)

J=]=

= = [‘“"Lm 3 [et) S e

Inmcﬂnnlml Advanced Options...
0K Cancel Help

April 22, 2004

Change Threshold Globally o

Globally changes the threshold for all instances

[=1g

Conditions for: on
No._+/=/ Description

Empty = matches all instances

Object Paneri
giishuld Reset Duration

) — Suppress Matched Condition Advanced Options...

April 22, 2004 40

www.decus.de
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Change Threshold - Specific D]
Instance

Change threshold for specific instances . p,qcessing order: Top down

Message and Suppress Conditions ¢ "Matcha ] rule always at the end
Fs before more generic

1 + D v
2 + DBSP 5.0 openview 55% warning

+ DBSP

Condition No. 2

April 22, 2004 41

Enabling/Disabling Metrics

« Move Metrics to different collection intervals

Modify Threshold Monitor
DESFI-0ra—15min JRuns the DBSPI Col yzZe very 15 Minutes

Ora—15mifizm 16,1 81

* Metrics are enabled/disabled in the collection scheduling metric
* Not by assigning the External Metrics Monitors to the node

April 22, 2004 42

www.decus.de
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invent

Custom Grouping

Create new, additional and custom collection groups

Template identifier has to match the “-c” Collector/Analyzer command line parameter

Modify Threshold Monitor

43

April 22, 2004

Instance Specific Metric Collection

Modify Threshold Monitor

min with favorites met1lég

the Oracle DBSPI collector

eption -m 1 -e orcl

e option runs on all instances excep
for the ones listed

Modify Threshold Monitor

o —c DBSPI-Ora-15min-e

the Oracle [ collector min with favorites met

—c DBSPI-Ora-15m. eption -m 1 -i orc]

-i option runs only the listed instance

April 22, 2004

22
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Implementing Filters p

Oracle and Informix only

*Filters are used to prevent unnecessary alarms or
messages
e.g. a Read-Only tablespace that is always near 100% full

*Filters are simply appending a “where clause” to the SQL
that the Collector/Analyzer uses

*Filter specification is located in the configuration file
*Must specify appropriate column and SQL syntax
*Allows =, LIKE, IN, BETWEEN, NOT, < >

*Filter syntax is checked when the configuration file is saved
via DBSPI Config

Example Configuration File with (D]
Filters

SYNTAX_VERSION 2
ORACLE
HOME “/opt/oracle/7.3.2"
DATABASE sapr3 CONNECT “dbspi/password”
FILTER 4 “username NOT IN (‘Mark’, ‘Angie’)”
FILTER 6 “tablespace name NOT LIKE ‘SAP1001%’ and tablespace name NOT BETWEEN ‘TS001’ and ‘TS010‘”
FILTER 67 “segment_name < > ‘R0O’”

INFORMIX
HOME “/opt/informix/7.23"
SERVER “sales”
ONCONFIG “onconfig.723"
CONNECT “informix/password”
SQLHOSTS “/opt/informix/7.23/etc/sqlhosts”
FILTER 7 “username NOT IN (‘Mark’, ‘Angie’)’

Additional details on filters like what column may be used with each
metric can be found in the SMART Plug-In User’'s Guide

April 22, 2004 46
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TAG Feature (@

Advanced Customization

-Metrics Monitor Templates have to have a unique identifier
e.g. DBSPI-0020 - Filtering is done on condition level

-Enterprise customers and large installations require custom copies of the
VPO templates

-Scalability
-Ownership (VP Operation Template ownership)

-Naming convention

- TAG Feature allows custom copies of the

Metric Monitor templates

April 22, 2004 47

ra

TAG Feature Overview

Collect metric 4, 26, 31 every 5 min

VPO Monitor Agent TAG “SAP”

Gy \ T——
DB-SPI Metric Collector/Analyzer ﬁ RDBMS

_ _ Y < . statements for
Customized Copies Metric 4
Calculate Metrics Metric 26
Metric 31

SAPDBSPI-0004

Monitor Template \
Submit value for SAPDBSPI-0004

R
SAPDBSPI-0026 ' g gpmit value for SAPDBSPI-0026
Monitor Template —
S

_ Submit value for SAPDBSPI-0031
SAPDBSPI-0031 /

Monitor Template

S

April 22, 2004 48
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Local Thresholds to Override OVO [
Templates 77

. Local Thresholds used to override OVO
thresholds

- Used to generate fewer alarms

- Prevent unwanted messages from a
specific system/database

N
-
s

Local Thresholds - Steps

- Create a ASCII text configuration file
(override.cfg)

- Define specific threshold for any metric
collected on the local system

- Save it on the managed node

www.decus.de
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Overriding Specific Thresholds

MONITOR “DBSPI-0217"
MAXTHRESHOLD
MSGCONDITION

CONDITION
OBJECT
“ora2l7:segmentA”
THRESHOLD 85

CONDITION
OBJECT
“ora2l7:segmentB”
THRESHOLD 90

B)o apLIBA0

MONITOR “DBSPI-0022"

April 22, 2004 51

Overriding All Thresholds

1. Open each OVO monitor template and reset the
threshold to an opposite extreme value

2. Using your text editor, open an empty file and create
an entry for every metric collected on the system

3. Save the file as override.cfg in the appropriate
directory on the managed node

April 22, 2004 52
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User Defined Metrics

D]

invent

User Defined Metrics (UDM) allow the creation of custom queries to
retrieve specific values or perform custom calculations

UDMs are configured centrally on the VP Operations Management
Server

UDM Metric Numbering starts at x700
UDM Config Application is available in the Application Desktop

Each new custom UDM is required to be
- Created with the UDM Config Application
- Optionally: use the UDM <RDBMS> SP Create application to
create
stored procedures used by User Defined Metrics
- Collected by directing Collector/Analyzer to retrieve it
- Retrieved by creating a Metric Monitor template for each new UDM

April 22, 2004 53

ra

User Defined Metrics: Required Steps (1)

Oracle Example

D Config

1

UDM Config

where <OPTIONS> are MW ITO RATE, e.g. COLLECT ITO MW RATE "«

#
#
#
#
#
#
#
#
#
# w
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#

April 22, 2004 54
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. . . (D]
User Defined Metrics: Required Steps (2) -

Oracle Example

UDM Example code for Metric 713

declare
block gets number;
consistent_gets number;
physical_reads number;
begin
:dbspi_error := '<no error>';
select value into block _gets from v$sysstat
where name = 'db block gets';
select value into consistent_gets from v$sysstat
where name = 'consistent gets';
select value into physical_reads from v$sysstat
where name = 'physical reads';
:dbspi_value := (((block gets + consistent_gets) - physical_reads )/
(block_gets + consistent_gets)) * 100;

exception

when OTHERS then :dbspi_value := -1;
end;

Other UDM keyword: dbsspi_threshold for the Command line threshold (not used in above
example)

April 22, 2004

. . . (D]
User Defined Metrics: Required Steps (3)

Oracle Example

« Add/Create a new Collector Monitor Template or UDM 713 to any existing
interval group (e.g. dbspicao -c DBSPI-Ora-UDM-15min -m 713)

« Create a new Metric Monitor Template DBSPI-0713 and include the
appropriate conditions

- Examples for both templates can be found in the Template Group DBSPI-
Oracle: UDM Templates

- Be sure that “Monitors” are re-distributed to the agent nodes (UDM Config
file)

- Be sure that both new Monitor Templates are assigned and distributed

. UDM metrics are available in VP Performance with an additional data
source, identified by ORAUDM_<Instancename>

- DSIDDF-UDM datafeed has to be enabled in the DBSPI Admin Application
group

April 22, 2004 56
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Management of applications in a D)

consistent way with HP OpenView

consolidated

management with
OpenView for
the entire
heterogeneous
environment puts you
in control of overall
service quality

Looking for more information?

Please check the OpenView website at:
http://openview.hp.com

... Or just visit me at the booth!

April 22, 2004 58
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