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Solving the CIO's dilemma
� Dilemma: A problem involving a difficult choice; a predicament

� For the CIO: How to drive growth on a budget

� Action: Innovate.

� Solution: An architecture based on powerful open source software
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Increasing IT Demands

Trade Volume Increasing
Size of trade decreasing
Net: 90% increase in demand

� Example: Chart shows transaction growth in Capital Markets

� Similar dynamic in other sectors
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The GAP
� Assumptions:

� Demand growing at 90%
� Moore's law increasing capacity by 60%
� NET:  Budgets cannot fill the gap

� Result:
� Need a new approach
� Open source cost model bridges 

the gap
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Open source solution stack expands capabilities
� Open source offers proprietary replacements across the software stack.

� Lower TCO
� Increased customer leverage

Proprietary Open Source

6

Open Source Architecture
� Combining Red Hat capabilities to deliver value throughout the software stack

� Every application. Every workload. Every business requirement.
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Opex Now Outweighs Capex
� Open source solutions reduce both cost components:

� Reduced acquisition cost (h/w, s/w, deployment)
� Reduced operating costs (e.g. server/admin ratio, security outages, etc.)
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What's new in Version 5?
� Enterprise Linux Advanced Platform
� Integrated virtualization
� Industry leading performance and price/performance
� Enhanced and easy to use security
� Improved networking and interoperability
� Enhanced development tools
� New SLAs
� Enhanced client

10

Virtualization
� Lets you run different Virtual Machines (VMs) on a single machine.

� Run different isolated guest operating systems with different applications on same 
physical hardware.

� A supervising master 
program called a 
Hypervisor manages 
these Virtual Machines.



IT-Symposium 2007 18.04.2007

����������	��
���
����

11

Virtualization with Red Hat

1. Server/operating system virtualization
� integrated into kernel and OS platform

2. Storage virtualization: Global data
� Red Hat Global File System/CLVM

3. System management, resource management, provision ing
� Red Hat Network

4. Application environment consistency with non-virt ualized 
environments

Only Red Hat integrates everything necessary for complete virtualization.

12

The Hypervisor
� Provides protection, networking, driver coordination, and resource 

management so that each
virtual OS sees itself as
running on a bare metal
server.

� Allows you to create,
control, monitor, destroy, 
pause, or migrate
new virtual machines. 
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Definitions

� Para-virtualization
� A altered guest operating system, performance optimized for virtualized 

environments.  Does not need hardware assistance.

� Full virtualization
� The ability to run an unmodified guest operating system on the hypervisor. To do 

this, Xen requires: virtualization enabled chips (Intel VT, AMD Pacifica)

� Hardware virtualization assistance
� New Intel VT (Vanderpool) and AMD-V (Pacifica) processor enhancements to 

support unmodified guests (full virtualization).

14

Virtualization

Before

After
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Xen virtualization technology

� Almost native performance .

� Creates an “apparent” independent server 
for each guest operating system.

� Completely and securely isolated
� Allows multiple workloads to 

co-exist  safely.

� Migrate guests  quickly as required.

� Clone guests  to add redundancy or 
capacity without adding cost or complexity.

The leading hypervisor technology

16 Red Hat Confidential

CPU bound 

(mflops)

Tuned 

Fil-

eReads 

Tuned 

FileWrites 

(MB/s)

VM swap 

page In

VM swap 

page Out

0

50

100

150

200

250

300

350

Multiple XenU Scalability 1,2,4 on RHEL5 RC1 2.6.18 -7 

3.2 Ghz 2-cpu/2ht em64T 4GB memory, 1GB/xen guest

xenU-1

xenU-2

XenU-4

Red Hat Company Confidential

Red Hat Virt Multi-guest Performance



IT-Symposium 2007 18.04.2007

����������	��
���
����

17

Red Hat Virt SMP Performance
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Red Hat added value

� Installation tools
� Anaconda 

� The “Red Hat Installer” is 
virtualization-aware.

� Eases virtualization setup 
and installation

� Management tools
� Red Hat Network
� libvirt

Delivering useful, reliable, and tested solutions.

� ISV and IHV Certification
� World's leading open source 

Linux provider has the largest 
network of certified software 
applications and hardware 
systems

� Storage
� Global File System (GFS) 

integration
� Clustered Logical Volume 

Manager (CLVM)
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Solving real business problems

� Failing mail server does not impact 
the other servers.   

� Prevent major crashes by preventing chain 
reactions.

� In the event of a security failure, contain 
leaks or theft.

Failure isolation

20

Solving real business problems

� Virtual Machine relocation enables
� High Availability : 

machine maintenance
� Load Balancing : 

statistical multiplexing gain

Live Migration
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Web Server Relocation 

Source: Ian Pratt's Xen Presentation May 2006

22

Solving real business problems

� Preserve the version X 
environment and its applications,
deploy on version X+1 when it 
makes sense.

� The hypervisor runs on version X+1 
to gain maximum benefit from the 
new hardware and software.

Freedom from upgrades
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Virtualization Use Cases
� Datacenter Consolidation

� Primary driver: increase utilization (primarily CPU, memory)
� Thin host, workload in guests
� Special case: security isolation (E.g. hosting providers)
� Server-oriented

� Development and Testing
� Driver: multiple development and testing environments, isolation from main 

workspace in host. Fault injection.
� Typically main workload in host, testing in guests
� Client and Server oriented

� Hardware Abstraction
� Driver: new hardware with older guest OS
� Support via virtual device drivers
� Typically only few guests (maybe only 1)
� Server-oriented

24

Full (hardware assisted) & Para-Virtualization
� Red Hat Enterprise Linux 5 will support hardware and software virtualization 

scenarios:
� Fully virtualized on Intel VT & AMD-V systems

� Allows guest to be Red Hat Enterprise Linux 3, 4 as well as other 
operating systems 

� Para-virtualized all systems
� Red Hat Enterprise Linux 5.0
� Red Hat Enterprise Linux 4.5 

� Support for x86, x86_64 at
product release

� Support for IA64 at 5.1
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Red Hat Enterprise Linux Advanced Platform
� A fully integrated server and storage virtualization environment

� Multi Host/Instance Logical Volume Management
� Multi Host/Instance Global File System
� Multi Host/Instance Application Migration

(with Cluster Suite failover)

� Provides a complete virtualization platform 
� Server   :   Storage   :   Management

� Simplifies deployment & manageability
� Increases flexibility & scalability
� Integrates server & storage virtualization with

no special hardware
� Server & storage resources may be shared or independent

Red Hat
Enterprise

Linux 5

Red Hat
Enterprise

Linux 5

Red Hat
Enterprise

Linux 5

Dom 0

Mgmt
App

App
App

App
App

App

Server Hardware

Multi-instance Logical Volume Manager

Multi-instance Global File System

Multi-instance Application Migration (HA)

Dom 0

Red Hat Enterprise Linux 5
Virtualization Hypervisor
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Red Hat Enterprise Linux Advanced Platform

Shared Storage

Extend

� Server and storage virtualization extends 
across multiple systems
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Virtualization: Performance
� Scheduler improvements (h/v & domX)

� New weighted fair-share scheduler (“credit”)

� Networking stack
� TCP Segmentation Offload (TSO) & UDP Fragment Offload (UFO)

� Eliminate unnecessary copies
� POC indicates strong performance increase

� Profiling, Tool Enablement
� Oprofile, kexec, ...
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Virtualization Support

HOST

64 bit 32 bit

GUEST
64 bit Yes No

32 bit Yes

Host – Guest 
Virtualization Support

Para-virt: No
Full-virt: Yes

For para-virtualization support the host & guest
environments must match

Notes:
-  64 bit = x86-64 compliant architecture
-  32 bit = x86 with PAE compliant architecture
-  Host = Red Hat Enterprise Linux 5 only
-  Para-virt guests = Red Hat Enterprise Linux 4.5 & 5 only
-  Full virt guests = Red Hat Enterprise Linux 2.1, 3, 4, & 5; Microsoft Windows 2000, 2003, XP
-  Full virt requires AMD-V or Intel VT technology processors
-  Tables do not apply to Itanium2 virtualization, in which host and guest are always
   compatible. For RHEL 5.0, Itanium2 virtualization is a technology preview

30

Red Hat Enterprise Linux 5
� Latest generation of the world's leading commercial open source environment

� Comprehensive OEM and ISV certifications
� Leadership quality, performance and security
� Supports Intel & AMD 32-bit/64-bit, Itanium2, IBM Power and mainframe
� Includes virtualization for x86 & x86-64 architectures
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Red Hat Enterprise Linux 5
� Single mainstream server product:

� Red Hat Enterprise Linux 5 Advanced Platform
� Offers compete coverage of server market, comprehensive technology, 

and maximum scalability and flexibility

� Easy transition from previous Red Hat Enterprise Linux releases provided

� Base server product also available:
� Red Hat Enterprise Linux 5

� Classic Red Hat Enterprise Linux capabilities

32

Red Hat Enterprise Linux 5 Advanced Platform 
� Extends the base product to provide a complete solution for virtualized 

environments
� The ideal solution for the mainstream customers

� Advanced Platform provides
� Integrated server and  storage capabilities
� Unlimited guest operating systems
� Guest migration with consistent storage
� Application migration*
� Cluster Logical Volume Management &

Global File System*
� Seamless expansion across multiple systems
� Enhanced management capabilities
� Easy transition for  Red Hat Enterprise Linux AS customers

� Provides significantly greater capabilities

* Previously offered as separate layered products:
Red Hat Global File System and Red Hat Cluster Suite
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Red Hat Enterprise Linux 5
� Base product, supports:

� Small servers (up to 2 sockets)
� Basic, Standard or Premium service levels
� Includes virtualization for up to 4 guests
� Easy transition for  Red Hat Enterprise Linux ES

customers
� Less functionality, flexibility & scalability than

Red Hat Enterprise Linux Advanced Platform

* Refer to http://www.redhat.com for list of supported operating systems

34

Red Hat virtualization architecture
� Physical computing and storage components provide a central pool of resources

� Virtual systems with appropriate compute, memory, and data can be dynamically 
allocated, provisioned, and managed
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Advanced Platform benefits
� Designed for mainstream customers who seek the advantages of virtualization 

without complexity or risk

� Provides a full virtualization infrastructure in one complete package

� Eliminates the need to create a solution using multiple products from different 
vendors

� Reduced solution cost

� Reduced deployment time

� Integrated installation and
management

� Extensive documentation

� Training services

� Installation and maintenance services

36

Advanced Platform technical benefits
1) Enhanced application availability – multi-system and multi-site (Disaster tolerance)

� Red Hat Cluster Suite
� Provides application failover
� Deployable with wide range of hardware
� Highly scalable (up to 125 nodes)
� Multiple application control scripts (MySQL, Apache,

OpenLDAP, NFS, Oracle, SAP [some in 5.1])
� Flexible (fine application granularity)
� Commercial strength

� Novell offers heartbeat – Inferior, underfunded, small-scale project

2) Virtualized storage – Easy to manage, easy to grow
� Cluster Logical Volume Manager

� Provides consistent storage across entire virtualized environment
� SAN (Fibre Channel and SAN)
� Concatenation, striping, mirroring, dynamic volume growth
� Not available from Novell – Requires proprietary solution (Veritas)
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Advanced Platform technical benefits
3)  Shared, scalable, high performance data

� Red Hat Global File System
� 16EB POSIX compliant multi-system/guest file system
� Highly scalable (125 nodes)
� Robust, proven, large installed base
� Included in the upstream kernel
� OCFS, offered by Novell and Oracle lacks many key features

� No cluster infrastructure, limited lock coordination through a quorum disk
� No clustered volume manager
� No extended attributes
� No shared writeable mmap (a mechanism for interprocess communication)
� No quotas
� No cluster aware flock and POSIX locking
� No POSIX ACLs
� No robust fencing mechanism to ensure data integrity
� No integrated support with application failover (Red Hat Cluster Suite ) 

38

Advanced Platform technical benefits

4)  Distributed application synchronization
� Distributed Lock Manager

� Enables applications to synchronize across guests and hosts
� Scalable, rich API, efficient messaging
� Included in the upstream kernel
� Red Hat project

5)  Intuitive multi-system/guest storage and cluster management
� Conga system management GUI

� Web-based
� Can manage multiple clusters and large

storage infrastructures
� Logical, easy to use
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Advanced Platform benefits: summary
� Red Hat Enterprise Linux Advanced Platform enables customers to

� Increase operational flexibility
� Reduce costs
� Fully enjoy the power and benefits of a virtualized

environment
� Deploy a complete, integrated solution quickly and

cost effectively

� Includes all the necessary technologies
� Virtualized storage
� Enhanced application availability
� Shared, scalable, high-performance data
� Distributed application synchronization
� Intuitive multi-system/guest storage and cluster management
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Storage Improvements
� NFSv4 Improvements

� More complete implementation of the specification
� Delegation (aka lease), increased client caching
� Server migration (failover)

� Improved security integration
� Kerberos authentication
� 2 different encryption options, header-only & payload

� Performance improvements – FS Cache integration

� iSCSI Software Target under consideration for Red Hat Enterprise Linux 5.1

� Ext3 enhancements for speed and scalability

� More complete automounter with Autofs5

� Volume Management, Multipathing and SAN integration improvements.

� Single node GFS2 in base OS
� Scales beyond the current Ext3 8TB limit and provides performance 

enhancements.
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Profiling Tools: SystemTap
� Red Hat, Intel, IBM & Hitachi collaboration

� Linux answer to Solaris Dtrace

� Dynamic instrumentation

� Tool to take a deep look into a running system:
� Assists in identifying causes of performance 

problems
� Simplifies building instrumentation

� Current snapshots available from: 
http://sources.redhat.com/systemtap

� Source for presentations/papers

� Kernel space tracing today, user space tracing 
under development

� Technology preview status until 5.1

probe script

probe-set library

probe kernel 
object

probe output

parse

elaborate

translate to C, compile *

load module, start probe

extract output, unload

* Solaris Dtrace is interpretive
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Developer Tools: Frysk
� Execution Analysis Tool – “always on” debugging

� Red Hat initiative – in Fedora now

� Event Driven  :  C/C++ support

� Modular architecture  :  Graphical Interface

� http://sources.redhat.com/frysk

� Included in RHEL4 U3, U4 (tech. preview):
� Monitoring of: Fork(), exec(),  clone(),

syscalls.
� Browse thread trees and process trees.
� Source window with optimized code

� Non stop-the-world model. Examine one
thread while the other threads are running

� Current architectures: x86, x86-64, ppc64

� GUI component in tech preview until 5.1
� Other components fully supported
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Cluster & Storage Management: Conga
� New web/XML based management tool for cluster and storage managment

� Provides multi-system and multi-guest management
� Installation, configuration,

control
� Flexible, extensible

� Included with Advanced
Platform
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Conga: Cluster Management
� Controls multiple clusters

� Comprehensive features

48

Conga: Storage Management
� Controls multi-system and multi-guest logical volumes

� Comprehensive features
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