IT-Symposium 2007 17.04.2007

nnnnnn

ITRC Patch
Assessment (IPA)

Thomas Brix
HP Services
Mission Critical Account Team

© 2007 Hewlett-Packard Development Company, L.P.
The information contained herein is subjectto change without notice

nnnnnn

ITRC Patch Assessment (IPA)

ITRC.hp.com: Wo finde

Literatur, Referenzen, ::h das Patc?h
ssessment? @

® Niitzliches
1 / Eingabe

[ ITRC Patch

Assessment (IPA) Durchfiihrung 5

® Einige Details /_\M@

Thomas Brix - DECUS 2007 - "ITRC Patch Assessmen t(IPA)" 1HO6

2007-04-16

www.hp-user-society.de



IT-Symposium 2007

ITRC.hp.com:
Assessment?

Wo finde ich das Patch

D )

invent

ich das Patch
Assessment?

ITRC.hp.com: Wo finde

Deu: Wartung und Support fur
HP Produkte

| Eng: maintenance and support

\_for hp products

®

®

2007-04-16

Thomas Brix - DECUS 2007

"ITRC Patch Assessment (IPA)" 1H06

Deu: Wartung und Support far HP

Produkte
Patching

D )

invent

Angepasste Patch-Pakete - Patch-Assessment ausfiihren

E ] esource Centy tung und Suppor! HP Produkt ft Internet Explorer pr =101%|
Fle Edt View Favorkes Took Help | &
Qrack = O - [ @ 0] Osearch JiFavores @ | (- L (w] - B & 3

Address [&] http:jvws v hp comjservicehome /pMaint.do

=l e [us »

> HP Startseite > Produkte

 Kortakt zu HP

(€D |

invent

» IT Resource Center

» Online-Hite ST TS authorization like a certain level
:E;ﬂ'”mes Gro » Technische Wissensdatenbank durchsuchen I of support agreement.
»In Knowledge Trees navigieren
inthe news
% Wartung und Support
Patching » important note far Compag
— » Patch-Datenbank produst users - please read
» Indvi » HP Openview Radia

EUROPA [=

und Services > Support und Treiber > Lasungen > Kaufen

Suchen: Byeters optionen

& IT Resource Center (HP) © IT Rescurce Center (Compa)  Gesamte HP Site (USA)
N B pruckversion
Wartung und Support fur HP Produkte
Europa

Hinweis: Sie kinnen auch auf Wartungs- und legend

Supportressourcen fir Compad Frodukde zugreifen
o requires additional

» Knowledge Trees
> Patch-Datenbank
> Software Update
Manager (SLIM)
> SUppOIt Case Manager
< AL e I Gk 7

2007-04-16

Thomas Brix - DECUS 2007

ndard-Pateh-Pakete - Patch-Pakete su
» Angepasste Pateh-Pakete - Patch-Assesament
ausfiihren

< fir nicht unterstiitzie Betriehs

discussion areas added to
ITRG Forums
» HF ISEE offers support for
NonStop servers and
valuable new capabilities
=

"ITRC Patch Assessment (IPA)" 1H06

www.hp-user-society.de

17.04.2007



IT-Symposium 2007 17.04.2007
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Patching
custom patch bundles - run a patch assessment

>
_
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Ist-Stand: Welche Software ist derzeit
installiert?

manuell: Inventar erstellt durch Shellscript

swainv
Ausgabe: inventory.xml
ftp://ftp.itrc.hp.com/export/bin/swainv
cpm_collect.sh
Ausgabe: PSIFILE
collect.sh
Ausgabe: PSIFILE

oder in ISEE map

collect.sh
Ausgabe: PSIFILE
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Profil: Woflr sollen Empfehlungen
ausgesprochen werden?

generell
Konfiguration
Beispiele
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generell

das Profil legt das Ziel des Assessments fest

bis zu zehn Profile lassen sich pro ITRC user
speichern

das Profil kann als Datei exportiert werden
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Konfiguration (1)

Basis Information
Name
Beschreibung
Strategie

restrictive
conservative
Innovative
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Konfiguration (2)

Patch Options
security patches
critical fixes
updates for the patches already installed
all applicable patches

2007-04-16 Thomas Brix - DECUS 2007 - “ITRC Patch Assessment (IPA)" 1H06 11

critical fixes

Select “critical fixes" to identify patches which contain critical
fixes but are not installed on your system.

If your strategy is
"restrictive", the patch must be rated 3 stars.
"conservative", the patch must be rated at least 2 stars.
"Innovative", the patch must be rated at least 1 star.

Based on your specified patching strategy, a version of each
patch will be recommended.

2007-04-16 Thomas Brix - DECUS 2007 - “ITRC Patch Assessment (IPA)" 1H06 12
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Installed

identify patches currently installed  on your system
which have a newer version available.

The newer version must be recommendable based on
your patching strategy.

2007-04-16 Thomas Brix - DECUS 2007 - "ITRC Patch Assessment (IPA)" 1H06 13

all applicable patches

identify all patches which will install on your system.
If your strategy is

"conservative", only "recommended" patches are
displayed.

"innovative", the latest versions are displayed. This
functionality is similar to the old Customer Patch
Manager application functionality.

"restrictive”, this functionality is not appropriate
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Konfiguration (2)

Patch Options
security patches
critical fixes
updates for the patches already installed
all applicable patches

2007-04-16 Thomas Brix - DECUS 2007 - "ITRC Patch Assessment (IPA)" 1H06

17.04.2007

Konfiguration (3)
replacements for installed patches with critical
warnings (*1)
replacements for installed patches with any
warnings (*2)

2007-04-16 Thomas Brix - DECUS 2007 - "ITRC Patch Assessment (IPA)" 1H06
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replacements for installed patches with
critical warnings

(*1) Select "replacements for installed patches with
critical warnings" to identify which patches currently
installed on your system have critical warnings

Based on your specified patching strategy, a newer
version of the patch without a warning will be
recommended if one is available.

2007-04-16 Thomas Brix - DECUS 2007 - "ITRC Patch Assessment (IPA)" 1H06 17

replacements for installed patches with
any warnings

(*2) Select "replacements for installed patches with any
warnings" to identify which patches currently installed
on your system have critical or non-critical
warnings .

Based on your specified patching strategy, a newer
version of the patch without a warning will be
recommended if one is available.
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Konfiguration (3)
replacements for installed patches with critical
warnings

replacements for installed patches with any
warnings
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Konfiguration (4)

Quality Pack Patch Bundles
latest quality pack patch bundle
Request
Specific Patches,
Patch Chains or
Mandatory Patches
Patch Sets
System specific patch sets
Application specific patch sets

2007-04-16 Thomas Brix - DECUS 2007 - “ITRC Patch Assessment (IPA)" 1H06
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Assessment Profile - Beispiele

hprecommended
HP Recommended Target Configuration

all_sets_selected
All Specific Patch Sets Selected

missioncritical
Wie fur die Umgebung vereinbart

2007-04-16 Thomas Brix - DECUS 2007 - “ITRC Patch Assessment (IPA)" 1H06 21

hprecommended

Description: HP Recommended Target Configuration
Patch strategy: conservative
Patch options:
[X] security patches
[X] latest quality pack patch bundle
[X] replacements for installed patches with critical warnings
[] replacements for installed patches with any warnings
[] critical fixes
[] updates for the patches already installed
[] all applicable patches
Specific patches:
* none specified *
Specific patch chains:
* none specified *
Specific mandatory patches:
* none specified *
Specific patch sets:
* none specified *

2007-04-16 Thomas Brix - DECUS 2007 - “ITRC Patch Assessment (IPA)" 1H06 22
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all_sets_selected

Patch strategy: conservative

Patch options:
[X] security patches
[X] latest quality pack patch bundle
[X] replacements for installed patches with critical warnings
[X] replacements for installed patches with any warnings
[X] critical fixes
[X] updates for the patches already installed
[X] all applicable patches

Specific patches:
* none specified *

Specific patch chains:
* none specified *

Specific mandatory patches:
* none specified *

Specific patch sets:
A_1000BaseSX A_100BaseT A_100VG ACLs Allbase APA ATM Autochanger AutoRaid CDE
CDRom CPIO csh DataProtector DazelPrintServer dd DDS DiskArrays DLT DNS DPS DVD
Elm Ethernet EVA Fbackup FC60 FDDI FibreChannelMS Floppy FTIO FTP FWSCSIHAM
HAMEMS HFS HSG60/80 HyperFabric iCOD IDS9000 Ignite-UX InterruptMigration ISEE
Javal.l Javal.2 Javal.3 Javal.4 Java5.0 JFS JFS3-3 JFS3.5 JFS ACLs ksh LPSpooler
LVM Mailx MeasureWare ...

2007-04-16 Thomas Brix - DECUS 2007 - "ITRC Patch Assessment (IPA)" 1H06 23

all_sets_selected — xml

<target name="all_sets_selected" strategy="conservative" desc="All Patch Sets
Selected” security="Yes" critical="Yes" update="Yes" criticalWarnings="Yes"
nonCriticalWarnings="Yes" useQPK="Yes" allApplicable="Yes" xm|Ver="3">

<patchSetlds ids= "LVM, Mirroring, Predictive, ServiceGuard, TrustedSystem,
ACLs, MeasureWare, PerfView, PRM, IDS9000, STM, Ignite-UX, iCOD, VxVM,
ISEE, vPar, SecurePath, InterruptMigration, Fbackup, CPIO, FTIO, Tar, dd,
Omniback, DataProtector, OMS, NetBackup, CDRom, OEtlcaIChanger, DLT,
Autochanger, AutoRaid, F’Ioppg/(, DDS, DVD, FWSCSI, SESCSI, UltraSCS,
FibreChannelMS DiskArrays, XP, FC60, VirtualArray, EVA, HSG60/80, HFS, JFS,
JFSACLs, JFS3-3, JFS3.5, OnlineJFS3-3, OnlineJFS3.5, OnlinedFS, NFS, NFSv3,
PFS, FDDI, A_100BaseT, DTCs, A_100VG, ATM, A_1000BaseSX, HyperFabric,
LanManager, DNS, NIS, NISPIus, Ethernet, TokenRing, Netware9000, X25,
0OTS9000, SNA, APA, Elm, Mailx, OpenMall, SendMail, FTP, Telnet, RLogin, UUCP
RemSh, OpenViewNetworkNodeMgr, Oé)envlewlTOperatlons, OpenViewSA, XMotif,
VUE, CDE, Allbase, Oracle, Progress base, Javal.l, Javal.2, Javal.3, Javal.4,
Javab.0, SAP, PeopleSoftV7, PeopleSoftV7.5, PeopieSoftVs, sh, ksh, csh, posix,
(LDPSSPooler, OpenSpool, DPS, TPS, DazelPrintServer, HAM, HAMEMS, model,

S

</target>
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missioncritical

Patch strategy: conservative

Patch options:
[X] security patches
[ ] latest quality pack patch bundle
[ ] replacements for installed patches with critical warnings
[X] replacements for installed patches with any warnings
[ ] critical fixes
[ ] updates for the patches already installed
[] all applicable patches

Specific patches:
* none specified *

Specific patch chains:
* none specified *

Specific mandatory patches:
PHCO_33362 PHCO_33402 PHKL_30515 PHKL_33356

Specific patch sets:
A_1000BaseSX A_100BaseT ACLs APA CDE CDRom CPIO csh dd DDS DiskArrays DLT DVD
Elm Ethernet Fbackup FibreChannelMS FTP FWSCSI HAMEMS HFS iCOD IDS9000
Ignite-UX InterruptMigration ISEE Javal.4 Java5.0 JFS JFS3-3 JFS3.5 ksh
LPSpooler LVM Mailx MeasureW are Mirroring model NFS OnlineJFS OnlineJFS3-3
OnlineJFS3.5 Oracle OS posix PRM RemSh RLogin SendMail ServiceGuard SESCSI sh
Tar Telnet TrustedSystem UltraSCSI vPar VxVM XMotif XP

2007-04-16 Thomas Brix - DECUS 2007 - "ITRC Patch Assessment (IPA)" 1H06 25

Durchfihrung
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Ist-Stand hochladen

screenshot
2007-04-16 Thomas Brix - DECUS 2007 - "ITRC Patch Assessmen t(IPA)" 1H06 27
screenshot
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"display candidate patches"

screenshot
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patch assessment results

screenshot

2007-04-16 Thomas Brix - DECUS 2007 - "ITRC Patch Assessment (IPA)" 1H06

"create assessment report"

"printable version" zur Erklarung und Ablage

zeigt das verwendete Profil
screenshot

listet das Ergebnis, die RECOMMENDED PATCHES,
mit ihren Eigenschaften

screenshot

2007-04-16 Thomas Brix - DECUS 2007 - "ITRC Patch Assessment (IPA)" 1H06
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das verwendete Profil
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das Ergebnis

O
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Wie erhalte ich das Patchbundle?

"select all
"add to selected patch list"

"download selected"
screenshot

2007-04-16 Thomas Brix - DECUS 2007 - "ITRC Patch Assessment (IPA)" 1H06

“download selected"

"download items in one operation “, select
zip,
gzip,
tar or
ftp script

Oder "submit WebPatches Request”
Oder "download individually"

2007-04-16 Thomas Brix - DECUS 2007 - "ITRC Patch Assessment (IPA)" 1H06
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Fragen?
Mehr Details
Literatur,

Referenzen,
Nutzliches
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Einige Detalls

2007-04-16 Thomas Brix - DECUS 2007 - "ITRC Patch Assessment (IPA)" 1H06 38
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Eigenschaften - Ein Beispiel

#$
%
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Patchstrategy

The basic information section allows you to nhame and
describe your assessment profile. Additionally, you
may specify your patching strategy as "restrictive",

“conservative", or "innovative".

Choose "restrictive " if your business needs require the
most stable, highest rated patches and only patches
that must be be installed to provide system stability.

Patches that meet a restrictive strategy generally are
over 120 days old and have a patch rating of 3
stars. This option is appropriate if your system is

highly mission critical.

2007-04-16 Thomas Brix - DECUS 2007 - "ITRC Patch Assessment (IPA)" 1H06 40
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Patchstrategy (continued)
Choose "conservative " if you would typically install the

"recommended" version of a patch during proactive
patching. This is the strategy specified in the
hpRecommended assessment profile.

Fur Produktivsysteme.

Choose "innovative " if you would typically install the

"most recent” version of a patch  during proactive

patching. This strategy is likely to suggest patches

which have just become available and have a patch
rating of 1 star.

FiUr Test-und Entwicklungssysteme.

41
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spezifische Patchwinsche

specific patches,
specific patch chains or
mandatory patches

2007-04-16 Thomas Brix - DECUS 2007 - "ITRC Patch Assessment (IPA)" 1H06 43
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Literatur, Referenzen, Nutzliches

2007-04-16 Thomas Brix - DECUS 2007 - “ITRC Patch Assessment (IPA)" 1H06 45

"HP-UX Patch Management"

Introduction to the SD Commands

This appendix discusses the SD commands that relate to
patching. The following list shows the commands, ordered by
those most commonly used:

swinstall - installs and configures software products.

swcopy - copies software products for subsequent installation or
distribution.

swremove - unconfigures and removes software products.

2007-04-16 Thomas Brix - DECUS 2007 - “ITRC Patch Assessment (IPA)" 1H06 46
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(continued)

swilist - displays information about software products.
swreg - registers or unregisters depots or roots.

swmodify - modifies software product information in a
target root or depot.

swpackage - packages software products into a depot
(directory or tape).

All SD commands run from the command line. In
addition, swinstall, swcopy, swremove, and swlist
have an optional GUI mode.

2007-04-16 Thomas Brix - DECUS 2007 - "ITRC Patch Assessment (IPA)" 1H06

The swinstall Command

The swinstall command is used to load patch software from a
source depot and onto a target system.

TIPS:

Because many patches aren’t designed for individual
installation, the automatic matching options
(autoselect_patches, patch_match_target) should be
the preferred method for installing patches.

swinstall has numerous options that you should not use
for patching because they lack dependency support.
HP recommends that you use only the options
discussed below.

2007-04-16 Thomas Brix - DECUS 2007 - "ITRC Patch Assessment (IPA)" 1H06
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The swinstall Command (continued)

swinstall [-] [-p] [-v] [-S source] [-X
option=value]...[software_selections]

Patch-related Command Line Arguments:

Use an interactive user interface. If the environment
variable DISPLAY is set to a valid X windows display,
a graphical user interface is invoked. Otherwise a
terminal user interface (TUI) designed for use on
ASCII terminals is invoked. The GUI starts by default
if you enter swinstall without any software_selections.

2007-04-16 Thomas Brix - DECUS 2007 - "ITRC Patch Assessment (IPA)" 1H06 49

The swinstall Command (continued)

-p Previews the install operation without performing the
actual installation. Previewmode is not enabled by
default.

-v Requests verbose mode. This option affects only
standard output and not the logdfiles.

-s source Specifies the depot (source) containing the
software to be installed.

2007-04-16 Thomas Brix - DECUS 2007 - "ITRC Patch Assessment (IPA)" 1H06
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Using Command Options

Options in /var/adm/sw/defaults affect all SD-UX commands
on that system.

Options in your personal SHOME/.swdefaults file affect only
you and not the entire system.

Options read from a session file affect only that session, e.g.
$HOME/.sw/sesssions/swinstall.last

Options changed on the command line by the -X option_file or
the -x option=value arguments override the system-wide and
personal options files but affect only that invocation of the
command.

The template file /usr/lib/sw/sys.defaults provides an easy
way to change system-wide or personal option files.

2007-04-16 Thomas Brix - DECUS 2007 - "ITRC Patch Assessment (IPA)" 1H06 51

Wie baue ich eine Depot-Datei?

#
S=hpindkb.cup.hp.com:/var/depots/eth/iether/Dec04A
R 1111/IETHER 11.11.08.01

# P=IEther-00

# swilist -d -s $S $P

# OPT="-x mount_all_filesystems=false"
# swcopy $OPT -s $S $P @ $PWD/$P.dir

# swpackage -x target_type=tape -s $PWD/$P.dir @
$PWD/$P.depot

2007-04-16 Thomas Brix - DECUS 2007 - "ITRC Patch Assessment (IPA)" 1H06 52
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SDUX

[1] "Patch Management User Guide for HP-UX 11.x
Systems, Feb 2007“ (128pages, 1.3MB)

HP-UX 11.0, 11iv1, 11iv2
http://docs.hp.com/en/5991-6449/5991-6449.pdf
http://docs.hp.com/en/5991-6449/index.html|

"Software Distributor Administration Guide for HP-UX
11i vl and v2" HP-UX 11i v1, 11i v2

http://docs.hp.com/en/B2355-90979/B2355-90979.pdf
http://docs.hp.com/en/B2355-90979/index.html

2007-04-16 Thomas Brix - DECUS 2007 - "ITRC Patch Assessment (IPA)" 1H06 53

SDUX (continued)

"Software Distributor Product Web Site"
http://docs.hp.com/en/SD/index.html|

2007-04-16 Thomas Brix - DECUS 2007 - "ITRC Patch Assessment (IPA)" 1H06 54
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Advanced Topic: The readme Attribute
Each patch has an SD-UX attribute called readme
that you can view using the swlist command.

The readme attribute contains the patch's original text
file.

Be aware that, although the readme attribute allows
you to quickly and conveniently access information
about patches on the system, this information is static.

# swilist -| product -a readme patch_id |\ more

2007-04-16 Thomas Brix - DECUS 2007 - "ITRC Patch Assessment (IPA)" 1H06

Advanced Topic: The readme Attribute
(continued)

You can use other variations of the swlist command to
obtain the readme information for multiple patches.

For example, if you want to obtain the readme
information for all patches on your local system that
have manual dependencies, you can use the
following command (output is redirected to the file
manual.txt):

# swilist -| product -a readme \
* c=manual_dependencies > manual.txt

2007-04-16 Thomas Brix - DECUS 2007 - "ITRC Patch Assessment (IPA)" 1H06
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Operating Environments

"hp-ux 11i operating environments"
http://docs.hp.com/en/1610/hpwoldfullpres.pdf
(65p, 3.8MB)

“HP Software Releases & Media”

http://www.hp.com/softwarereleases/releases-
media2/current.htm

End of Support Dates for HPUX:
11.0: Dec 2006, 11.11/11.23: Dec 2013.

http://www.hp.com/softwarereleases/releases-
media2/history/slide2.html

“Common Misconfigured HP-UX Resources”
http://docs.hp.com/en/7779/commonMisconfig.pdf

2007-04-16 Thomas Brix - DECUS 2007 - "ITRC Patch Assessmen t(IPA)" 1HO6 57

Optional HP-UX 11i v1 Core
Enhancements

For example:

HP-UX MtlOscan11i
faster bootup

HP-UX Compressed Dump Version A.01.01
w/ CPU5+ system dumps faster. requires PHKL_24056

HP-UX Interrupt Migration

HP-UX DevicelDs

significant performance improvement for AutoFS at unmount time
because automountd will no longer have to make over-the-wire calls to
evetry server in the mount table at unmount time before unmounting a file
system.

-HP-UX Enhanced AutoFS

provides improvements in reliability and)Performance over other currently
offered automounting facilities on HP-UX.

http://h20293.www?2.hp.com/portal/swdepot/displayProductinfo.
do?’productNumber=SWPACK

2007-04-16 Thomas Brix - DECUS 2007 - "ITRC Patch Assessmen t(IPA)" 1HO6 58
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Software Package Builder (SPB)

"Software Package Builder: Overview & Features”

Software Package Builder (SPB) provides a visual

method to create and edit software packages using

the HP-UX Software Distributor (SD-UX) package
format.

http://docs.hp.com/en/SPB/index.html

2007-04-16 Thomas Brix - DECUS 2007 - "ITRC Patch Assessment (IPA)" 1H06 59

HP-UX Software Assistant (SWA)

command-line based tool that consolidates and
simplifies patch management and security bulletin
management on HP-UX systems.

The SWA tool is new for HP-UX releases as of
January 2007, includes Security Patch Check (SPC),
and is the

HP-recommended utility to use to maintain currency
with HP-published security bulletins for HP-UX
software.

hitps://www.hp.com/go/swa provides the product
overview, download links, and installation instructions.

2007-04-16 Thomas Brix - DECUS 2007 - "ITRC Patch Assessment (IPA)" 1H06 60
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HP-UX Dynamic Root Disk (DRD)

tool for patching HP-UX systems and reducing system
downtime for software maintenance:

Provides the ability to install and manage patches on an
inactive system image while the system is up and running.

Allows most software maintenance tasks to be done during
normal business hours.

Limits the downtime required to the time it takes to reboot the
system.

DRD is a set of commands with which you can clone the
active system root volume group, install and manage patches
on the clone, then boot the clone as the new active system.

http://docs.hp.com/en/DRD/index.html
Requires 11.23+, LVM, disk space (local or SAN)
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LVM

"LVM Limits White Paper", HP-UX 11i v1, 11i v2
http://docs.hp.com/en/6054/Limits_wp.htm
"LVM Online Disk Replacement (LVM OLR)",

HP-UX 11i v1, 11iv2
http://docs.hp.com/en/7161/LVM OLR whitepaper.pdf

"When Good Disks Go Bad: Dealing with Disk Failures
under LVM"

HP-UX 11i v1, 11i v2

http://docs.hp.com/en/5991 -
1236/When Good Disks Go Bad.pdf

2007-04-16 Thomas Brix - DECUS 2007 - "ITRC Patch Assessment (IPA)" 1H06 62

www.hp-user-society.de 31



IT-Symposium 2007 17.04.2007

ITRC Patch Assessment (IPA)

Danke
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